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Abstract

Although the infamous “Silk Road”—described by some as a black-market Amazon
or eBay—was shut down by the FBI in late 2013, cryptocurrencies are still being
used in illegal transactions. The purpose of this research was to examine popular
wallet applications for the cryptocurrencies Bitcoin, Litecoin, and Darkcoin on
mobile devices for potential forensic artifacts. Using various forensic extraction
tools, the data generated from controlled trading was extracted from 10S and
Android devices, and analyzed for any data that could potentially link a
cryptocurrency wallet, whether active or deleted, to a specific device or person.

The results of this research demonstrated that the selected extraction devices
successfully harvested data indicating active cryptocurrency wallet application
presence on both the iOS and Android devices, but past wallet indicators and
transaction information were extracted only from the Android devices.

As their use no doubt increases in the coming years, it is important for those in law
enforcement and forensics to be familiar with systems of digital currency. The
results of this research may serve to aid law enforcement in connecting unlawful
transactions involving cryptocurrency wallets on Android devices to implicated
individual(s) and devices. Further research is still needed to discover a more
reliable method for extracting cryptographic wallet data from i0OS devices.

Introduction

In this research, the cryptocurrency systems of interest are Bitcoin, Litecoin, and
Darkcoin. Because digital currency systems have become affiliated with illegal
activities, it is necessary for them to be forensically researched. Digital forensics is
predominantly concerned with user-generated data—to search for signs of user
activity amid the software and memory of digital devices. While many studies have
been made into the de-anonymization of a currency’s public transaction ledger, less
has been done to investigate the electronic wallets that users download to hold their
coins. Since an electronic wallet is, for many, the main access point into a
cryptocurrency transaction network, a user’s electronic cryptocurrency wallet
should be an ample store for user-generated data.

The theory driving this research is that, as a digital system, a cryptographic wallet
will leave artifacts related to its presence and activity in the memory of a mobile
device that can be found after forensic investigation. The work here will essentially
be a discovery procedure to investigate the potential wealth of user information
generated by the existence of cryptocurrency wallet software on i0S and Android
mobile devices. Since an electronic wallet is, for many, the prominent access point
into the cryptocurrency’s transaction network, a user’s electronic cryptocurrency
wallet should be an ample store for user-generated data.

To begin, a user installs the open-source cryptocurrency client—an electronic
wallet—onto his computer or mobile device to manage his account. Through a
wallet, a user is able to receive, store, and send coins. Besides holding a user’s coins,
this encrypted wallet stores a user’s

set(s) of private and public key
pairs. When a user sends
coins from his wallet, his
unique secret signing key
(private key) is used to
generate a hash composed (ryptographic
of past and future Agorithen [
transaction information.
This first hash is the
sender’s digital signature.
Because each transaction
includes a reference to the
previous one, the sequence
of transactions forms a
chain.
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or transaction, is pictographically summarized in Figure 1.

To ensure that a coin is legitimate in terms of ownership, a block must be verified
against the public ledger. In order for the block to be confirmed, the current end of
the transaction chain in the submitted coins must point to the sender as the
rightful, current owner. If the validation process is successful, the block is created
and then broadcast to the network so that the public ledger can be updated. Finally,
the payment is permitted to pass on into the receiver’s wallet.

Materials and Methods

Stage 1: Fresh

» A physical iPhone 4S (i0S 7.1.1) and a physical Samsung Galaxy S4 (Android
4.4.2) were reset to factory settings.

 Genymotion and Oracle VM VirtualBox were used to create two Samsung Galaxy
S4 virtual devices running Android 4.4.2.

o After successful resetting, the iOS device was imaged using Cellebrite Universal
Forensic Extraction Device (UFED) Physical Analyzer and iFunBox.

» After successful installation, the physical Android device was imaged using
Cellebrite UFED Touch Ultimate, while the virtual Android devices were imaged
using the Android Debug Bridge (ADB) pull command-line tool.

* Images were saved onto a Seagate Barracuda 1 Terabyte Hard Drive.

Stage 2: Installation

 From the Apple App Store, the following wallet applications were installed onto
the 10S device: bitWallet and CoinPocket.

 From the Google Play Store, the following wallet applications were installed onto
the physical Android device: Bitcoin Wallet, Hive Bitcoin Wallet, Litecoin Wallet,
and Darkcoin Wallet (beta).

« From the third-party Android application packet (APK) downloader
apps.evozi.com, the above four Android wallet applications were downloaded
and installed onto the virtual Android devices.

« After each wallet application was opened once, all devices were imaged.

Stage 3: Trading

 Trading occurred over a private wireless Internet connection.

« Trades were made between a known user running desktop wallet applications,
the physical devices, the physical and virtual devices, and exclusively the virtual
devices.

« Each wallet was subjected to at least two received and two sent transactions.

» Once all trades were completed, all devices were imaged.

Stage 4: Deletion

* Once all necessary trades were complete, each wallet was emptied.

« All wallet applications were uninstalled from the devices.

» After successful deletion of the wallet apps, all devices were imaged.

Analysis

» To analyze both the iI0S and Android devices, the following tools were used:
UFED Physical Analyzer, iFunBox (iOS only), Notepad++, and Database (DB)
Browser for SQL.ite.

UFED Physical Analyzer

« All wallet application names and their app identifiers were extracted when the
apps were active on the device.

* Property list, or “plist,” files for the CoinPocket application were extracted when
the app was active on the device. These files contained congruent Created, Last
Modified, Last Accessed date and time stamps for the app.

« Two active database files with the CoinPocket Identifier were extracted;
however, neither database contained relevant data.
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Figure 3. iITunes Name (boxed) in the Hex Value Interpreter for a data cell in
the Purchase table of the extracted downloads.28.sqlitedb file.

Android Results
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Figure 4. Appstate table in DB Browser of LocalAppSate Database file from
the UFED Touch Extraction of the Android device.

Android Debug Bridge (ADB) Tools (Virtual Device).

« Awallet.log file was extracted for each of the four wallet apps when the apps
were active on the device.

« For the Hive Wallet, two additional wallet log files were extracted: Wallet.-
267244447 .log and Wallet-dump.1791589373.txt.

« For the Litecoin Wallet, a file was extracted that contained a privacy protection
warning to the user, the private key for the wallet, and the creation timestamp of
the wallet.

 From the all-application extraction, two database files of relevance were found,
Downloads.db and External.db, which contained the wallet app identifiers, the
source URL of the APK downloads, and the download timestamps.
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Figure 5. Content of the wallet.log file extracted by ADB pull from the Bitcoin
Wallet folder, including valuable data on transaction activity (boxed).
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Figure 6. Content of the wallet-dump.1791589373.txt file in Notepad++
constituting Hive Wallet transaction summaries.
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Conclusions

10S Mobile Device
 UFED Physical Analyzer and iFunBox are tools capable of determining active
wallet application presence on a mobile 10S device.
— These tools, however, are unable to determine wallet presence after the apps
have been deleted from the mobile device and to harvest any sort of
transaction information.

Android Mobile Devices

 UFED Physical Analyzer is capable of determining past and present wallet
application presence on an Android device; however, it harvests no transaction
information.

 ADB pull is capable of extracting a wealth of transaction information from an
Android device with an active wallet application.

— ADB pull is capable of extracting information indicating present and past
wallet presence, but only if the app was downloaded as an APK file.

Future Studies

* Investigation into an effective method of extraction of past wallet indicators and
any transaction information from 10S devices.

* Investigation of the ADB pull tool on a physical Samsung Galaxy S4 Android
device instead of an emulator.

« Perform these tests on Android devices running newer and older Android OS
versions than 4.4.2.

» Perform these tests on Android devices other than a Samsung Galaxy S4.

* Investigation into an effective method of extracting transaction information
from an Android device after wallet applications have been deleted.
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