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ABSTRACT

The file system on any storage device is essential to the overall
organization, storage mechanisms, and data control of the device.
Knowing how these file systems work and the layout of key structures,
storage mechanisms, associated metadata, and file system
characteristics is essential to being able to forensically investigate a

computer or other device. The New Technology File System (NTFS) and
File Allocation Table (FAT32) are two key file systems that will be
compared and contrasted, since both are still actively used and
encountered often. Both systems offer forensic evidence that is
significant and mandatory in an investigation.

INTRODUCTION

File systems are essential for any storage device:
=Overall organization
sStorage mechanisms
=Data control of device
JHierarchal Structures through files and directories
JdComputers, flash memory, optical disks, floppy disks, and hard disk
drives are examples of devices that use file systems

JWithout file systems there would be no order to an operating system.

®"Organization
"Evidence potential
dUnderstanding this foundation is essential to being able to find
evidence in a computer
"Metadata is essential — human or computer
" Mistake, misunderstanding, or purposeful
"|nvestigate fraud, abuse, system failures
mEstablish causation, timing, extent of knowledge
=Reveal creation, authorship, history, and intent of
documents and files
AThe focus of this research was to differentiate and compare New
Technology File System (NTFS) and File Allocation Table, 32-bit version
(FAT32).
IThe seven key areas that are being focused on are:

=Key Structures "Directories
sStorage =File Date and Time
Mechanisms =File Deletion

=File Names "Encryption

MATERIALS AND METHODS

(JAccessData Forensic Toolkit (FTK) Imager, Version 3.1.0.1514, ©
2011 AccessData Group, LLC
JdToshiba Satellite Intel Celeron M Laptop
12 PNY 4GB Thumb Drives
"One formatted for NTFS, the other for FAT32

Imaged on FTK Imager
Literature Search
"|nternet, Technical reference books and journals, and
related Sources

Investigation, Heart of America Regional Computer Forensics Laboratory; Joshua Brunty, MS, CHFI, SCERS, FTK/ACE-AME, Marshall
University Forensic Science Center; Dr. Terry Fenger, PhD, Marshall University Forensic Science Center *Primary Investigator

RESULTS

KEY STRUCTURES
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STORAGE MECHANISMS

INTFS has reduced slack space
=Size control of clusters

FAT cannot locate files as easily as NTFS
=Cluster addresses do not start at
beginning of sector

*Sector Addresses needed
=Data size does not always match cluster
size

eLarger “Slack Space”

*Forensic Potential here
"Fracturing of large files in FAT
"Mirrored copy of FAT

_ Track- A circular track on a disk drive that is a physical division of data.
— Cluster (Size changes based on file system)
—_— Sector-subdivision of a track.

Figure 3: Example of a Disk Drive
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FILE NAMES AND DIRECTORIES

LINTEFS attributes house:
®| ocations and sizes of data records

»Recover deleted files | B

=Data streams
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Figure 4: Root Directory File types

“L 070611%20Crchid%20CellmarkSe205eniorForensicin... li_E-J L 070611%200rchid%20Cellmark®:205eniorForensican... 2 F I L E DA I E S A N D I I |VI E S
Gerneral | PDF | Securty | Details Genera | |PODF | Details
! SeniorForensicAnalyst L2 0overseas L2 0assignment ! liorForensicAnalyst%:20overseas Y 20assignment D D ate a n d tl I I le Sta I I I pS
Type of fle:  Adobe Acrobat Docume nt (pdf) Type of fle:  Adobe Acrobat Document {.pdf) u B Ot h fl | e Syste I I l S h ave t h e S e
Opens with: Adobe Reader | Change... Opens with: Adobe Reader | Change... | D N T FS
Location: HATEST NTFS'sers' Kelsey  Documents*Forensic Location: sers'n,lielsey'n,D mmmmm tsForensic
Size: 29.8 KB (32,029 bytes) Size: 89.8 KB (92,029 bytes) .Attrl b Utes hel Wlth orean izatIO N
Size on disk: 520 KB (94,208 bytes) Size on disk: 92,0 KB (94,203 bytes) p g

oot Tassioy, e 26, 202, 95537 A "Extra metadata: permissions,

p— Created: Thursday, June 28, 2012, 10:44:39 AM @
Madified: Saturday, July 09, 2011, 3:49:45 AM h- Maodified: Saturday, July 09, 2011, 3:49:48 AM @ . o
hccessod: Ty do 26, 2012, 567 Al et st Today, Octber 04, 21 s encryptions, SMft entry location, and an
Atribtes: Read-only  [T] Hidden | Advanced.. | Attributes: Read-only [ClHidden  [¥]Archive ext ra tlme Stamp
ok G )| o o [ o =Stamps are not always TRUE, but this is

also exhibited in NTFS
FILE DELETION

JRecovery after deletion, before reuse
ANTFS permissions

"May block some deletions
JExamine carefully since these files are no
longer addressed
"Unallocated space can house
data with forensic potential
sSlack space can as well

JD/Skstamps
ENCRYPTION

LFigure 5: Example of

=Protected files, locked
=Preservation of evidence, prevents
tampering

JFAT
mEasily access data
="Not tamper proof

JEncryption is not typically an issue

DISCUSSION

& CONCLUSION

Overall, each file system has it strengths and weaknesses.
INTFS was designed as a robust file system
="Highly organized
=Priority of security and access control
"Compatibility with other systems
JFAT32 was designed with compatibility and simplicity
= jttle to no security
®Disk errors and recoverability is decent
®Organization is good, but not as high as NTFS
"Hidden files are not always recovered in ful

When considering the FAT32 file system, it has many good qualities in areas
other than the strong areas of NTFS. These qualities are such things as
versatility and compatibility. FAT32 has very little security, and if one has
access to the drive, can access any files or folders there. FAT32 is much more
susceptible to disk errors and do not recover as readily as NTFS. FAT32 does
not support file compression, which helps greatly with organization. Since
NTFS allows smaller cluster sizes than FAT32, it wastes less disk space, and
has less potential for hidden files. However, again FAT32 has its uses. Itis
compatible with any Windows Operating System, Apple’s HFS file system,
and many Linux file systems (ext 2/3/4)%? and can be converted to NTFS
without reformatting. If NTFS were to be converted to FAT32 for some
reason, the NTFS would have to be reformatted.?’

NTFS was designed to be a robust file system. With its added features, such
as, data streams, hierarchical storage, file compression and encryption, plus
a very high performance level, NTFS has proved to be a very capable
system.” However, if an older Windows system, earlier than Windows NT
(2003), is used, NTFS may not be compatible with it. Also, older software
programs may not be able to function with NTFS. Permissions are allowed in
NTFS to control file and folder access, but this puts the chance for errors in
the system way up.
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