
Abstract 
Commercial tools have dominated mobile phone analysis in digital laboratories 
for years. Commercial tools are expensive and are not perfect – they can still 
miss data, may not support every tool, and have proprietary code. Open 
source tools are free and available to everyone; there is no need for licensing 
fees each year, which can cost a lab thousands of dollars. A simple device was 
developed for under $300, utilizing both a 3D printed case and a small pelican 
case design. A ROBO 3D™ printer was used for the 3D printed version. The 
Raspberry Pi 2 Model B board was used for the processing unit. The Debian-
based operating system Raspbian was loaded onto the micro SD card, and 
several open source tools with easy-to-use graphic user interfaces (GUI’s) were 
tested for use with the device. Open Source Android Forensics Toolkit (OSAF-
TK) was cross-compiled and run on the Raspberry Pi. This open source tool 
was then compared to commercial tools for Android operating systems. OSAF-
TK and the portable devices developed for about $300 named MOBIUS were 
comparable to other commercial tools. With further research and continued 
development of mobile phone forensic tools and GUI’s, open source tools may 
prove to be a useful addition to digital forensic examiners’ toolkits in the near 
future. 
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Development of a Portable Mobile Phone Forensic Acquisition and Analysis 
Toolkit Utilizing Open Source Tools 

Materials & Methods 
Hardware was purchased from stores that would be easy for individuals to 
access, such as Amazon or Wal-Mart. The devices were designed and 
assembled using a Raspberry Pi 2 Model B, hardware, and either a Pelican case 
or a 3D printed case. Autodesk 123D software was used to design the 3D 
printed case, and a ROBO 3D printer was used to print the case. The design of 
the printed case was uploaded to https://www.thingiverse.com/thing:1190996. 

Open source tools were researched and Open Source Android Forensics Toolkit 
(OSAF-TK) was chosen for use with the device. OSAF-TK allows for logical 
mobile phone acquisition of Android phones. This tool was cross-compiled from 
x86 to ARM for the Raspberry Pi processor and loaded onto the micro SD card 
along with the operating system Raspbian. The complete devices along with 
software and hardware were named MOBIUS. 

A comparison study was performed to compare MOBIUS, AFLogical, Cellebrite, 
and XRY. The artifacts used for this study were SMS, MMS, call logs, contacts, 
email, browser history/favorites, calendar events, audio files, images, and 
videos. Two phones with Android operating systems version 4.4.2 were used 
for the study, a Motorola Droid Razor M (XT907) and an LG Lucky (L16C). Once 
all data was loaded onto each phone, they were placed into airplane mode to 
preserve the information. Each phone was extracted using the acquisition tools 
and the reports and results were analyzed. 
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Conclusions 
This research examined if a portable, inexpensive device could be created 
for use with open source tools and if a user-friendly open source tool could 
be cross-compiled to work on a Raspberry Pi for logical extractions. Two 
simple, inexpensive devices were created for use with a Raspberry Pi. Both 
of these devices were portable and produced for about $300. In addition, 
OSAF-TK was successfully cross-compiled to ARM using Eclipse. This tool 
provided an easy-to-use GUI with simple steps to follow. During the 
comparison study, the logical extraction produced by MOBIUS was 
comparable to those of commercial tools. In comparison to Cellebrite, 
MOBIUS was able to extract default browser information, but could not 
extract the media on either device. MOBIUS was able to extract the same 
artifacts for both the Motorola XT907 and LG L16C phones. The general 
extraction used by this tool allows it to be reliable for numerous phones and 
operating system versions.  
 
For future studies, the mobile forensic tool compiled could be improved to 
find media and emails. In addition, open source tools that support iOS 
extraction should be considered for use with the MOBIUS device. It would 
also be beneficial to expand the comparison study to other mobile phones 
and Android operating system versions. Although there is much to improve 
on, the use of open source tools for mobile phone forensic acquisition is 
becoming a possibility. With the benefit of having access to the source 
code, it may be advantageous for forensic examiners to use open source 
tools rather than proprietary commercial tools in the future as the Digital 
Forensics field continues to grow and develop. 

Introduction 
 Mobile devices have been growing in popularity and thus becoming increasingly 
 common as evidence. Commercial tools such as UFED, XRY, MPE+, Tarantula, 
 and Oxygen Forensic Suite are used to extract and analyze the information on 
 mobile devices. However, these devices are expensive and have many 
 disadvantages. Open source tools are free tools that provide the source code 
 with the program, which can allow examiner’s to troubleshoot and optimize their 
 own tools. The source code could also be provided in court testimony. 
 
 The Raspberry Pi was developed by The Raspberry Pi Foundation, a non-profit  
 organization dedicated to educational charity. Since its release in 2012, the 
 Raspberry Pi’s use in the digital community has grown steadily. This small, 
 single board computer allows people to develop and create their own projects 
 and uses for the device beyond its intended concept of learning programming in 
 the classroom. Many forensics applications of this device have developed over 
 the years as well, including penetration testing, surveillance, and network 
 forensics. The use of the Raspberry Pi 2 Model B to construct a small device 
 with a touchscreen for mobile phone acquisition was researched. Using a 
 Raspberry Pi and open source tools for acquisition could increase efficiency, 
 while greatly lowering the cost for digital forensic labs.  

Table 1. The results from the comparison study 

Figure 6. OSAF-TK Software acquisition 

Figure 5. OSAF-TK Software phone details 

Figure 4. Final 3D printed device 

Figure 3. 3D printed device hardware diagram 

Figure 2. Final Pelican case device 
Figure 1. Pelican case device hardware diagram 
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