Marshall University
Certificate Installation On a Windows Mobile Device
with 802.11g Wireless Capabilities.

802.1x can only be used with an 802.11g device.

Installing User Certificate

Step 1.0pen a web browser. In the address bar
type http://certificates.marshall.edu. It should
display the web page you see below. Click on “Click
here to request a User certificate”

Step 2.You will now see the dialog box below and
will need to login using your Marshall Username and
password. Enter your username as follows:
marshall\username and then your password.

Step 3. You should now see the web page below.

Click on “User Certificate”.

Click on the “Submit” button.
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Step 4 You may see the dialog box below. | Web Access Confirmatin o
If you do click on “Yes”to continue.

. This Web site is requesting a new certificate on your behalf. You should
_J_\_ allow only trusted Web sites to request a certificate for you.

Do you want to request a certificate now?

Step 5 .You should now see the web page below. :
Click on “Install this certificate” to install the user MR-
certificate.

Microsoft Active Directory Cetificate Sendces — Marshall University Issuing CA 01

Certificate Issued

The cerificate you requested was issued to you
Instal this cerificate

I Save response

. 'eb Access Confirmation M1
Step 6. You should now see the dialog box below, | XA contmet
Click on “Yes” to continue and install the certificate. . ThisWeb site is adding one or more certificates to this computer.

@ Allowing an untrusted Web site to update your certificates is a security
risk. The Web site could install certificates you do not trust, which could
allow programs that you do not trust to run on this computer and gain
access to your data.

Do you want this program to add the certificates now? Click Yes if you
trust this Web site. Otherwise, click No.
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Step /. You should now see the web page
‘. . . .. b AS
confirming that you have installed the certificate. Links 2 Cisco Clean Access = FootPrntsLogin_ 2 UCS Inventory

* & [@ Microsoft Active Directory Certificate Services l ]

Micrasoft Active Directory Certificate Services — Marshall University Issuing CA 01

Certificate Installed

Your new certificate has been successfully installed.

Exporting User Certificate

Step 1. open your web browser. Using o o r
Internet Explorer 7, click the down arrow Dunioime S
next to“Tools” and click on “Internet e
Options”.
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Step 2. You should see the dialogue box below

Step 3. Click on the “Content”tab.

Step 4. Under the Certificates section click on
the “Certificates” button. You should see the
dialogue box below.

Internet Options e M

General ‘ Security | Frivacy I Content | Connections I Programs I Advanced|

Home page
' /? To create home page tabs, type each address on its own line. !
|= —_—
=L Ihttp://www.marshall.edu/default.asp -

[ Use current ][ Use default ][ Use blank

Browsing history

;l—' Delete temparary files, history, cookies, saved passwords,
") and web form information.

Delete... ] [ Settings ]

Search

p Change search defaults.
Tabs

~ | | change how webpages are displayed in
b tabs. =
Appearance

[ Calors ][ Languages ][ Fonts ][ Accessibility ]

Internet Options M
General | Security |Pri\c'aq|I Content | Connections | Programs I Advanced|

Content Advisor
l @ Ratings help you control the Internet content that can be !
viewed on this computer.

i"/Enable... '@'Selﬁngs

Certificates |
Use certificates for encrypted connections and identification.

[ Clear 35L state ] [ Certificates ] [ Publishers ]

AutoComplete

= AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds

Feeds provide updated content from
3

websites that can be read in Internet
Explorer and other programs.
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Certificate intended purposes

Encrypting File System, Secure Email, Client Authentication

View
Learn more about certificates
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Step 5. Highlight the certificate associated
with your username and click on the “Export”
button. You should see the Certificate Export
Wizard dialogue box similar to the one below. Click
“Next” to continue.

Ste p 6 Click on the “Yes, export the private key”
radio button and then click “Next”

Step /. Under the Personal Information Exchange
- PKCS #12 (.PFX) section click in the boxes that say
something similar to the ones shown below. Click
“Next”to continue.

T !
Certificate Export Wizard =)
Welcome to the Certificate Export l
Wizard
7 This wizard helps you copy certificates, certificate trust
J/ lists and certificate revocation lists from a certificate
w store to your disk.

A certificate, which is issued by a certification autherity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dlick Next.

Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to e;

rt the private key with the certificate?

(7 Mg, do not export the private key

Learn more about exporting private keys

< Back ][ Mext > ][ Cancel

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

DER encoded binary ¥.509 (.CER)

Base-64 encoded X.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)
Indude all certificates in the certification path if possible

(@) Personal Information Exchange - PKCS #12 (.PFX)
[¥]Indude all certificates in the certification path if possible
[CIDel

key if the export is successful

Microsoft Serialized Certificate Store (.S5T)

Learn more about certificate file formats
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Step 8 Type and confirm an easy to remember
password (This Password is only for the protection of
the Certificate. Itis NOT tied to anything else.). Click
“Next” to continue.

Step Q. specify the Path and Filename
(Something that is easy to remember and specifies
what the file is.). Windows Vista will not allow you to
save to the root of the C drive. Click “Next” to

continue.

Step 10. You should now see the Completing
the Certificate Export Wizard box.
Click“Finish” to continue.

Step 17 .You should now see that the export
was successful dialogue box. Click “OK” to finish.

Certificate Export Wizard

Password
To maintain security, you must protect the private key by using a password.

Type and confirm & password.

Password:

Type and confirm password {mandatory):
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Certificate Export Wizard ﬁ
File to Export
Spedify the name of the file you want to export
Eile name:
c\mucert Browse...
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Certificate Export Wizard

Completing the Certificate Export
Wizard

- You have successfully completed the Certificate Export
K wizard.
=

You have specified the following settings:

File Name viimucy
Export Keys Yes
Indude all certificates in the certification path Yes
File Farmat Person;

< Back ][ Finish J[ Cancel

.
Certificate Export Wizard |3 |

The export was successful,




Importing the certificate to the Windows Mobile Device

Step 1. Copy the certificate and the pfximprt utility to your storage card.

Step 2.

a.

Note: PFXIMPRT Utility can be copied from:\\marshall.edu\munet\Distributions\pfximprt.
You only need to copy the pfximprt application file.

On the WM device:
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Click/Tap Start

Go to the File Explorer

Browse to the Storage Card

Open the pfximport utility

Browse to the Certificate File on your storage card.
Type in the password of the Certificate file.

Click/Tap open

You should now see:

*Personal Certs: 1

*Root Certs: 1

*Intermed. Certs: 1

*Total Imported: 3

Open your Comm Manager

Click your wireless symbol.

You should now be asked for your MUNet Credentials.
Unless your want to be prompted for your credentials every time; click remember me.
You will now be asked for your Username and Domain.
Please enter that information and click/tap OK.

You should now be connected.

Troubleshooting Tips:

To see if you are connected:

Click start

Settings
Tap the Connections tab
Tap Wireless Lan

To see if you have your Certificate installed:

Click Start

Settings

System Tab

Certificates

Check for Personal “Marshall University Issuing CA01”
Root Tab

Check for Root “Marshall University Root CA”
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