Connecting to the MUWireless Network (802.1x)
Mac OS 10.5
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Step 1 ArPort. O Connect wirelessly to the MUWirelessAP
T Airon Ot Open your web browser (usually Safari)

MUWireless
v MUWirelessAP
Other...

Create Network...

Use Interference Robustness

Open Internet Connect...

Click Continue to load certificate download site.

Safari can't verify the identity of the website
“livepage.apple.com”.

The cert for this website valid. You might be connecting to a
website retending to b age.appl ich could put your
confidential information at risk. Would you like to connect to the website
anyway?

" Show Certificate Cancel ( Continue -.\

Step Click the link marked “Click here to download Marshall
University CA certificate chain.”
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Marshall University Certificate Authority web page

Click here to download Marshall University CA certificate chain
Click here to request a User certificate

Safari can't verify the identity of the website
“muca0Ol.marshall.edu”.
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To view this page, you need to log in to area
“muca0l.marshall.edu” on nich could put your confidential information at

muca0l.marshall.edu. inect to the website anyway?

Your log-in information will be sent securely.

Name: Jjsmith

Password: ssssssssss

Click Continue for any warnings.

] Remember this password in my keychain

@EZBEE LM Enter your MUNet ID and password. Then
Click “Log In.”

Step 4 ciick “Download CA certificate chain” link.

Microsoft Certificate Services — Marshall University Issuing CA 01

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

Download CA certificate chain




The following Downloads windows should appear.
Step 5 9 2

certnew.p7b

3.4 KB Navigate to the file by clicking on it.

Downloads
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1 Win-XP
@ iDisk certnew.p7hb

Double click the certificate you just downloaded to install it.

Step 6 Add Certificates

Do you want to add the certificate(s) from the file
“certnew.p7b" to a keychain?

Keychain: ': login

( View Certificates ) ( cancel ) ( oK

Be sure to select the “Login” from the dropdown menu.

Step 7 ibentae

Keychain Access requires that you type your
" A password.

i ;ﬁ You may be prompted to enter you
local username and password.

Name: John Smith

Password: sssssssss n.nl
B Details

I Cancel I —ok—)

Keep in mind this password may not be your MUNet password.
Then click OK.

Step 8 Close Safari and reopen it.

You may see this warning again.
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Marshall University Certificate Authority web page

Click here to download Marshall University CA certificate chain

Click here to request a User certificate




Step 9 The following Downloads windows should appear.

Safari can't verify the identity of the website
“muca0l.marshall.edu”.

iy, Tha rartifirata for thic waheita wae cinngd by an unknown certifying
website that is pretending to be

| your confidential information at

To view this page, you need to log in to area
ebsite anyway?

"muca0l.marshall.edu” on

muca0l.marshall.edu.
( Cancel ) € Continue )

Your log-in information will be sent securely.

MName: jsmith

Click Continue for any warnings.

Password: ssssssssss

1 Remember this password in my keychain
(o) GETD Enter your Marshal_l MUNet ID and
- password. Then click “Log In.”

| Microsoft Certificate Services ||
" In the page that opens,

click “User Certificate.”

Step 10

Request a Certificate

Select the certifica Microsoft Certificate Services — Marshall University Issuing CA 01
User Certificate User Certificate - Identifying Information

Or, submit an adva No further identifying information is required.

Please select a key strength;
Key Strength: 2048 (High Grade) |3 ‘

Submit >

Click “Submit.”

Step 11

Microsoft Certificate Services — Marshall University Issuing CA 01

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

Click “Install this Certificate.”

Step 12 806 Boamioads

certnew-2.cer

Show in Finder

The Downloads window should appear, navigate to the file by clicking on it.
Double click the certificate you just downloaded to install it.

Add Certificates

Do you want to add the certificate(s) from the file
“certnew-2.cer” to a keychain?

Keychain: '_ login

' Cancel I ¢ ok )

' View Certificates I

In the “Add Certificates” box that will open, select the “Login”
keychain from the drop-down menu and click “Ok.”



Step 14 Connect to “MU WiFi”

Do not connect to MUWireless AP!
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Turn AirPort Off

Crestron

MU _Guest
MUWireless
MUWirelessAP

Join Other MNetwork...
Create Network...
Open Network Preferences...

Step 15

The network “MU WIFi" requires a password.
User Name:
Password:
802.1X: | Automatic
'__\f Remember this network

[ Cancel ) |

In the prompt that opens, enter your MUNet ID and password and click OK.

Step 1 6 Verify Certificate

802.1X Authentication

The server certificate is signed by an unknown root certificate authority.
| 1

~ Show Certificate ) ( Cancel ) ( Continue )

Click “Continue”




