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Background 



What is Digital Forensics? 
• The process of uncovering and interpreting 

electronic data for use in a court of law. 
• New versions of operating systems, 

software applications, and hardware 
platforms are constantly being released in 
addition to new generations of mobile 
devices 
– Practices are constantly being updated 

• Mobile forensics 
 



Statistics 

Android 
75% 

iOS 
17% 

Other 
8% 

Market Share of Operating Systems 



Mobile Phone Capabilities 



Mobile Phone Capabilities 



Applications – Snapchat 

 “Snapchat is a new way 
to share moments with 
friends. Snap an ugly 
selfie or a video, add a 
caption, and send it to a 
friend (or maybe a few). 
They'll receive it, laugh, 
and then the snap 
disappears.”  

  – Team Snapchat 



May 9, 2013 

• “Also, if you’ve ever tried to recover lost data 
after accidentally deleting a drive or maybe 
watched an episode of CSI, you might know 
that with the right forensic tools, it’s 
sometimes possible to retrieve data after it 
has been deleted. So… you know… keep that 
in mind before putting any state secrets in 
your selfies :)” – Team Snapchat 



Applications – Burner App 
 “Burner is an mobile 

application and service that 
enables users to obtain 
temporary, disposable 
numbers for voice and SMS 
communication. Fast, safe, 
and private, Burner lets you 
get as many numbers as you 
want, use each as a private 
line within your iPhone or 
Android, and "burn" a 
number whenever you're 
done with it.”  

  – Ad Hoc Labs, Inc. 



Burner - Purchase Required 



About Burner 



How are these Apps relevant to Digital Forensics? 

• Snapchat has over 10 million Google Play downloads 
• Burner has over 50,000 Google Play downloads 

 
• Users who believe in the transience of the data will seek 

security in these third party applications 
• Some may be criminals 
 
• Revealing any recovery of artifacts or metadata can 

prove communication, association, and the presence of 
any questionable content. 



Hypotheses 
If Snapchat is used by Android and iOS users, 

some transferred data will be recoverable 
within a certain time frame 

 
AND 

 
If Burner is used by Android and iOS users, 

some transferred data will be recoverable 
within a certain time frame 



Materials and Methods 



Testing Devices 

LG Nexus 4 E960 
Android 4.2.2 Jelly Bean 
 
 

iPod Touch 3G 
iOS v6.1.3 

 
 



Other Devices Used for Data Exchange 

• BlueStacks App Player (Snapchat Only) 
 
 
 

• Personal Smartphone Devices 
 



Application Criteria 

• Known to be data transient 
• Popular 
• Available in both markets 

 



Analysis Tools 
Cellebrite® UFED Touch v1.9.0.130 

with Physical Analyzer 3.7.2 
AccessData® Forensic Toolkit v4.0 



Android and iOS Device Setup 



Restore to Factory Settings 



Data Exchange for Snapchat 

Data (videos and snaps) 
was exchanged with 
the two devices 
– Opened 
– Delivered 
– Read 
– Unread 

A manual log in MS Excel  
– Contact  
– Content  
– Date 
– Status 



Data Exchange for Burner 
Data was exchanged with the two testing devices 
A manual log of the contacts, content, and 

approximate timestamps was stored in 
Microsoft Excel for comparison to any 
recovered data 

Two trials to determine: 
– Whether recovery of data was possible 
– Whether time elapsed played a factor 
– Whether automatic expiration (Trial 1) or manual 

deletion (Trial 2) affected recovery of data 



Image Acquisition 

Cellebrite UFED Touch 
– Physical extraction 
– File system dump 

 

Cellebrite Physical 
Analyzer 
– File system 

extraction 
– Acquired both 

system and data 
partitions 

Android iOS 



Forensic Toolkit v4.0 Analysis 



Analysis in FTK 

• Used AccessData Forensic Toolkit v4.0.0 
• All iPod images were added to FTK 

– TAR / ZIP files 

• All Android images were added to FTK 
– ZIP files 

 



Analysis in FTK for Snapchat 
All data was carved for graphics 
 

Index searches 
– MISDEWu 
– WuMISDE 
– Experidigi 
– EmmyMISDE 

 

Overview Tab Search 
– File Extensions 

 

 



Analysis in FTK for Burner 

Live Search 
– U.S. phone numbers 

 
Index Search 

– Keywords from Manual Log 



Snapchat Results/Discussion 



iOS Significant Snapchat Plists 

com.topoya.picaboo.plist 
– private\var\mobile\Library\Preferences 

 
user.plist 

– private\var\mobile\Applications\14AAEEF1-
5EBF-410E-B37C-45A6FD347411\Documents 



com.topoya.picaboo.plist 



user.plist 





Android Significant Snapchat Folders and Files 

com.snapchat.android_preferences.xml 
– Root\data\com.snapchat.android\shared_prefs\ 

 

received_image_snaps folder 
– Root\data\com.snapchat.android\cache\ 

 

images folder 
– Root\data\com.android.vending\cache\ 

 

com.android.chrome folder 
– Root\data\com.android.chrome\databases\files 



com.snapchat.android_preferences.xml 



Microsoft Excel Log 
Snaps 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap misdewu FALSE "0.0" 0 FALSE FALSE FALSE FALSE FALSE 3 "Press and hold to view" 535571371062411572r 1371062411572 1 2130837851 0 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 12, 2013 / 2:32:51 PM 

SentSnap "0.0" 0 0 experidigi FALSE 1371065281941 FALSE   FALSE   Opened 124464371061779183s 1371061971000 2 2130837849 0 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 12, 2013 / 2:32:03 PM 

SentSnap "0.0" 0 0 misdewu FALSE 1371065281941 FALSE FALSE Opened 887380371061681030s 1371061923000 2 2130837849 0 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap experidigi FALSE "0.0" 0 FALSE FALSE FALSE FALSE FALSE 10 "Press and hold to view" 976678371058936119r 1371058936119 1 2130837851 0 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap misdewu FALSE "0.0" 0 FALSE FALSE FALSE FALSE FALSE 3 "Press and hold to view" 476489371057956283r 1371057956283 1 2130837851 0 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted     mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 12, 2013 / 1:23:13 PM 

SentSnap "0.0" 0 0 misdewu FALSE 1371065281941 FALSE FALSE     Delivered 944624371057793637s 1371057793637 2 2130837850 1 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 12, 2013 / 1:10:08 PM 

SentSnap "0.0" 0 0 misdewu FALSE 1371065281941 FALSE FALSE Opened 289554371056945684s 1371057008000 2 2130837850 1 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap misdewu TRUE "0.0" 0 FALSE FALSE FALSE TRUE FALSE 0 N/A 783196371056744413r 1371056744413 2 2130837843 1 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 12, 2013 / 1:00:37 PM 

SentSnap "0.0" 0 0 misdewu FALSE 1371065281941 FALSE FALSE Delivered 367186371056437634s 1371056437634 1 2130837849 0 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap misdewu FALSE "0.0" 0 FALSE FALSE FALSE FALSE FALSE 3 "Press and hold to view" 974653371056091333r 1371056091333 1 2130837851 0 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 12, 2013 / 12:52:18 PM 

SentSnap "0.0" 0 0 misdewu FALSE 1371065281941 FALSE FALSE Delivered 448913371055938065s 1371055938065 1 2130837849 0 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap misdewu TRUE "0.0" 0 FALSE FALSE FALSE TRUE FALSE 0 N/A 166411371055753153r 1371055753153 2 2130837842 0 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap emmymisde TRUE "0.0" 0 FALSE FALSE FALSE TRUE FALSE 0 N/A 636558371052948549r 1371052948549 2 2130837842 0 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap experidigi TRUE "0.0" 0 FALSE FALSE FALSE TRUE FALSE 0 N/A 553113371051795159r 1371051795159 2 2130837842 0 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap emmymisde FALSE "0.0" 0 FALSE FALSE FALSE FALSE FALSE 3 "Press and hold to view" 766406371046522336r 1371046522336 1 2130837851 0 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap experidigi FALSE "0.0" 0 FALSE FALSE FALSE FALSE FALSE 10 "Press and hold to view" 51442371046447007r 1371046447007 1 2130837851 0 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted     mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 12, 2013 / 9:33:07 AM 

SentSnap "0.0" 0 0 misdewu FALSE 1371065281942 FALSE FALSE     Delivered 348061371043987667s 1371043987667 1 2130837849 0 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 12, 2013 / 11:36:58 AM 

SentSnap "0.0" 0 0 emmymisde FALSE 1371065281942 FALSE FALSE Opened 423403371043987667s 1371051418000 2 2130837849 0 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap misdewu FALSE "0.0" 0 FALSE FALSE FALSE FALSE FALSE 3 "Press and hold to view" 993321371043809547r 1371043809547 1 2130837851 0 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap misdewu TRUE "0.0" 0 FALSE FALSE FALSE TRUE FALSE 0 517407371043735095r 1371043735095 2 2130837842 0 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 12, 2013 / 9:30:51 AM 

SentSnap "0.0" 0 0 experidigi FALSE 1371065281943 FALSE FALSE     Opened 948925371043583597s 1371043851000 2 2130837849 0 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 12, 2013 / 9:26:23 AM 

SentSnap "0.0" 0 0 misdewu FALSE 1371065281943 FALSE FALSE     Delivered 452674371043583597s 1371043583597 1 2130837849 0 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 12, 2013 / 9:26:23 AM 

SentSnap "0.0" 0 0 emmymisde FALSE 1371065281943 FALSE FALSE     Delivered 485079371043583597s 1371043583597 1 2130837849 0 

Type mSender mIsAddFriendButtonPressed     mStatusMessage mId mTimestamp mStatus mIcon mMediaType 

FriendRequest experidigi FALSE     "Added you" 907382371042553262r 1371042553262 1 2130837841 3 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 11, 2013 / 4:18:12 PM 

SentSnap "0.0" 0 0 emmymisde FALSE 1371065281943 FALSE FALSE     Opened 945128370981220083s 1370981892000 2 2130837849 0 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 12, 2013 / 9:05:46 AM 

SentSnap "0.0" 0 0 misdewu FALSE 1371065281943 FALSE FALSE Opened 361147370981220083s 1371042346000 2 2130837849 0 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap emmymisde TRUE "0.0" 0 FALSE FALSE FALSE TRUE FALSE 0 N/A 416787370977210777r 1370977210777 2 2130837842 0 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap misdewu TRUE "0.0" 0 FALSE FALSE FALSE TRUE FALSE 0 N/A 83227370977031880r 1370977031880 2 2130837842 0 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 11, 2013 / 3:05:00 PM 

SentSnap "0.0" 0 0 misdewu FALSE 1371065281943 FALSE FALSE     Opened 380468370976976422s 1370977500000 2 2130837849 0 

Type mCaptionParameters mDisplayTime mRecipient mFailed mTimeofLastSendAttempt mUploaded mWasScreenshotted mStatusMessage mId mTimeStamp mStatus mIcon mMediaType 

mPosition mOrientation June 12, 2013 / 3:28:01 PM June 11, 2013 / 3:00:19 PM 

SentSnap "0.0" 0 0 emmymisde FALSE 1371065281943 FALSE FALSE Opened 393345370976976422s 1370977219000 2 2130837849 0 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap misdewu TRUE "0.0" 0 FALSE FALSE FALSE TRUE FALSE 0 N/A 561101370976846535r 1370976846535 2 2130837842 0 

Type mSender mIsAddFriendButtonPressed               mStatusMessage mId mTimestamp mStatus mIcon mMediaType 

FriendRequest emmymisde FALSE                 "Added you" 218892370976218914r 1370976218914 1 2130837841 3 

Type mSender mIsAddFriendButtonPressed             mStatusMessage mId mTimestamp mStatus mIcon mMediaType 

FriendRequest misdewu FALSE             "Added you" 495664370883072897r 1370883072897 1 2130837841 3 

Type mSender mIsAddFriendButtonPressed     mStatusMessage mId mTimestamp mStatus mIcon mMediaType 

FriendRequest misdewu FALSE "Added you" 105501370883072854r 1370883072854 1 2130837841 3 

Type mSender mWasViewed mCaptionPosition mCaptionOrientation mIsLoading mIsTimerRunning mIsBeingViewed mWasOpened mWasScreenshotted mDisplayTime mStatus Message mId mTimestamp mStatus mIcon mMediaType 

ReceivedSnap teamsnapchat TRUE "0.0" 0 FALSE FALSE FALSE TRUE FALSE 0 N/A 12866370878569310r 1370878569310 2 2130837842 0 



Sent Snaps 

• Display Time 
• Message ID 



Received Snaps 

• Display Time 
• Message ID 
• Screenshot 

 



mIcon 
2130837542 
2130837543 
2130837544 
2130837545 
2130837546 
2130837547 
2130837548 
2130837549 
2130837894 



Clear Feed 



received_image_snaps folder 



images folder 



com.android.chrome 

Tab5.DELETED 



Discussion - Snapchat 

• Log is recoverable 
– Received/Sent 
– Contact 
– Was Viewed 
– Timestamp 
– Status Message 
– mID 
– Etc. 

• ‘Clear Feed’ causes log 
to be unrecoverable 

• Some received images 
recoverable 
 

iOS device Android device 
• Log is recoverable 

– Received/Sent 
– Contact 
– mID 
– Timestamp 

• ‘Clear Feed’ causes log 
to be unrecoverable 



Burner Results/Discussion 



Android Burner Data Location 



Burner and Conversations 



Call_Item 



Android User 



SQLite Table Summary 

Before Trial 1 After Trial 1 & 2 



iOS Burner Location 



ZBurner 



Inbound Number 



ZCall_Item 



ZTarget 



SQLite Table Summary 

Before/After Trial 1 After Trial 2 

= 



Z_PRIMARYKEY 

After Trial 1 After Trial 2 



Discussion - Burner 

• Log is unrecoverable after 
burner number expires 
 

iOS device Android device 
• Log is recoverable only 

if number automatically 
expired 
– Received/Sent 
– Contact Numbers 
– Timestamp 
– Type 
– Message ID 
– Message Content 



Conclusions 

Snapchat data was recoverable  
– ‘Clear Feed’ removes log 

Received Snapchat images were 
recoverable based on time 
elapsed 
 
No data was recoverable from 
Burner app regardless of how it 
was removed from the device 
 
 

Android device 
 

iOS device 
 

Minimal Snapchat data was 
recoverable  

– ‘Clear Feed’ removes log 
No Snapchat images were recovered 
 
All data from Burner app was 
recoverable for burner numbers that 
were not manually deleted 
 
 



Future Considerations 
Snapchat 

– Determine estimated time before server 
completely removes a snap/video 

Burner 
– Test mobile network capabilities 

involving calls and voicemails 

Similar Third-Party Applications 
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Questions? 
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