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Steganography is writing hidden in plain sight. For law 
enforcement, this form of hiding data can be a problem 
in the discovery of traded, illicit information. 
Steganalysis software such as StegAlyzerTM aids law 
enforcement by discovering hidden data.  
 
This study found that message and carrier size 
differences do not affect StegAlyzerTM’s analysis time. 
Additionally, StegAlyzerTM identified five out of nine 
downloaded applications, and two steganography 
signatures from six of those applications. 
 
 
 
 
Steganography grows more complex with an increase in 
open source applications designed to hide data. 
StegAlyzerTM is software designed to find 
steganography and its applications. 
 
This study examined StegAlyzerTM’s abilities against 
open-source steganography applications and 
investigated three questions: 
 
Question 1: Does size and format of carrier images or 
message images affect steganalysis-time? 
 
Question 2: How well does StegAlyzerASTM detect 
multiple applications? 
 
Question 3: How well does StegAlyzerSSTM detect 
steganography from various applications? 
 
 
 
 
 
  

Question 1: A steganography appending application 
was downloaded and used to create steganography. 
 
Images were used to test the analysis-time of 
StegAlyzerTM for different message formats and sizes.  
 
Steganography files were analyzed using Backbone 
Security’s StegAlyzerSSTM v3.91 (x86) and the analysis 
times were recorded. 
 
Question 2: Nine applications were downloaded and 
analyzed using StegAlyzerASTM. 
 

Statistical results confirmed no significant difference 
between groups (F1.87 = 0.55).  
 
Question 2: Of the nine applications analyzed, 
StegAlyzerASTM discovered signatures from five 
(Figure 4). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Of the applications StegAlyzerASTM scanned, five out of the nine applications 
were discovered: Steghide, SilentEye, OpenPuff, Virtual, GhostHost, and 
Steganography Studio. These applications embed least significant bit (LSB), 
watermarking, and appended steganography into various file formats. 

 
 
Question 3: Figure 5 shows example analyses of least 
significant bit steganography and appended 
steganography. 
 
 
 

 
 
 

 
 
 
 
 
 
 
In least significant bit steganography, a lattice may be observable when running 
steganalysis software. In this image, the steganography is contained within the 
bottom portion of the carrier. Appended steganography begins its message code 
after the completion of the carrier’s code, in this case at hexadecimal FF D9. A 
hex-editor can easily detect appended steganography. 

 
 
Two signatures were detected by StegAlyzerSSTM. 
Figure 6 provides details of this analysis.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Statistical analyses revealed that StegAlyzerTM analysis 
time is not affected by message or carrier size or  
Format. StegalyzerASTM detected five out of nine 
applications. StegAlyzerSSTM detected two signatures 
from  six different applications.  
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Question 3: Steganography was created from six 
applications and analyzed using StegAlyzerSSTM.  
 
 
 
 
 

Question 1: Figure 2 represents changes in analysis 
time with differing message file sizes. There was no 
statistical difference between groups (F2.25 = 0.87).  
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 

Run-times of analyzed images. Carrier images were 5 MB JPEGs (n = 10). Batch 
1 was embedded with a 34 KB .doc file; Batch 2, a 103 KB .doc file; Batch 3, a 1 
MB JPG file; Batch 4, a 10 MB JPG image; Batch 5, a 1 MB PNG image; Batch 
6, a 10 MB PNG image. The control had no embedded media 

 
 
Figure 3 shows analyses of the same 5 MB image 
embedded within six differently sized and formatted 
image carriers.  
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

The average run-times for each group of images (n = 10). Experimental images 
were embedded within the same JPG image, 5 MB in size. JPG Sml and PNG 
Sml represent an image size of 1 MB of corresponding image formats; JPG Med 
and PNG Med were 5 MB in size; JPG Lge and PNG Lge were images 10 MB in 
size. Controls had no embedded message images. 
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Figure 2: Question 1a 
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Figure 3: Question 1b 

Figure 4: Results of StegAlyzer’s Analysis of Steganography 
Applications 

Figure 5: Examples of LSB and Appended Steganography 
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Figure 6: Results of StegAlyzerSS Analysis of Steganography 
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