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Abstract

As their use no doubt increases in the coming years, it is important for those in law
enforcement and forensics to be familiar with systems of digital currency. Although the infamous
“Silk Road”—described by some as a black-market Amazon or eBay—was shut down by the
FBI in late 2013, cryptocurrencies are still being used in illegal transactions. The purpose of this
research was to examine the most popular wallet applications for the cryptocurrencies Bitcoin,
Litecoin, and Darkcoin on mobile devices for potential forensic artifacts. Using various forensic
extraction tools, the data generated from controlled trading was extracted from an Android and
an i10S device, parsed, and then analyzed for any data that could potentially link a
cryptocurrency wallet, whether active or deleted, to a specific device.

Upon completion of this research, it was determined that the Universal Forensic
Extraction Device (UFED) Physical Analyzer successfully harvested data indicating present
cryptocurrency wallet application presence on both the i0OS and Android devices, but past wallet
indicators were extracted only for the Android device. Specifically for the iOS, the iFunBox tool
was determined to be useful only for confirmation of active wallet application presence on an
i0S device. Specific to Android devices, the Android Debug Bridge (ADB) pull command-line
tool could successfully extract a wealth of valuable transaction information for active
cryptocurrency wallet applications. In addition to transaction data, the ADB pull was also
capable of extracting information indicating present and past wallet presence on the mobile
device, but only if the wallet had been installed via a downloaded APK file.

Ultimately, the results of this research may serve to aid law enforcement in connecting
unlawful transactions involving these cryptocurrency wallets on Android devices to implicated
individual(s) and devices. Further research is still needed to discover a more reliable method for

extracting cryptographic wallet data from iOS devices.
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|. Introduction

It has been argued that a cover of anonymity increases the likelihood of participation in
illegal activities. After recent media illustrations of Bitcoin and alt-coins (all coin alternatives to
Bitcoin), most discussions of these cryptographic currencies bring up this connection between
criminal intent and anonymity. It is under the false supposition that these cryptocurrencies offer
true anonymity in electronic transactions that trading websites such as the Silk Road, essentially
a black-market Amazon or eBay, were created and became popular for criminal dealings.
Although the Silk Road was shut down by the FBI in 2013 for its part in facilitating the exchange
of illegal goods for the cryptocurrency Bitcoin, the existence of similar websites supporting
illegal business resolutely persists.

Because these currency systems have been affiliated with illegal activities, it is necessary
for them to be forensically researched. Digital forensics is predominantly concerned with user-
generated data—to search for signs of user activity amid the software and memory of digital
devices. With peer-to-peer transactions as the fundamental purpose of cryptocurrencies, these
digital currency systems offer a plethora of user activity. While many have conducted studies on
the deanonymisation of a currency’s public transaction ledger, less has been done to investigate
the electronic wallets that users download to hold their coins. Since an electronic wallet is for
many the prominent access point into the cryptocurrency’s transaction network, a user’s
electronic cryptocurrency wallet should be an ample store for user-generated data.

Figure 1 (see Appendix) is a pictorial summary of how a cryptocurrency transaction is
performed. First, a user installs a wallet onto his computer or mobile device and, either through a
third-party exchange or a donation from another user, he accumulates a sum of coins (1). To send

some of these coins to another user, he goes into his wallet application and submits a request to
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transfer a sum of coins to the next user (2). The payment information is gathered into a block and
the block is broadcast to the entire user network for verification (3). If the verification is
successful, the new block is added to the block chain, which is a public ledger of all past
transactions in the network (4). Finally, the transferred coins are delivered to the new owner’s

wallet and the transaction is complete (5) (“Virtual Currency,” 2014).
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Figure 1. A Basic Cryptocurrency Transaction

Cryptocurrencies were initially created to blend the features of physical money into
existing forms of electronic payments. The use of cryptography in these payments is what
ensures protection from theft or fraud. Like an exchange of physical money, a cryptocurrency
transaction does not explicitly identify the parties involved (Meiklejohn, Pomarole, Jordan,
Levchenko, McCoy, Voelker, and Savage, 2013). Unlike cash, however, cryptocurrencies
transactions also work like an electronic payment in that an outside third-party intermediary is
required to safeguard honesty from both sides during the transfer. While cryptocurrencies do
require mediation, they are unique in that the responsibility of validating transactions rests with
the entire user network instead of an outside financial institution. So while a real-world identity
is never tied to a transaction or an address, every transaction that occurs is visible to every user
in the network. It is presumably the misinterpretation of these pseudo-anonymous transactions as

a truly anonymous process that sparks criminal interest in these currencies.
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Although used currently by only a small portion of the national and world populations,
cryptocurrencies are growing in prevalence and thus must be researched and understood. In this
particular research, the cryptocurrency systems of interest are Bitcoin, Litecoin, and Darkcoin.
Although each currency has its unique features, which are discussed in detail in Section 11, their
general protocol is the same given that the latter two are based upon the open-source code of
Bitcoin. The theory driving this research is that, as a digital system, a cryptographic wallet will
leave artifacts related to its presence and activity in the memory of a mobile device that can be
found after forensic investigation. The work here will essentially be a discovery procedure to
investigate the potential wealth of user information generated by the existence of cryptocurrency
wallet software on iOS and Android mobile devices.

The methodology for this research involves the trading of the three cryptocurrencies
Bitcoin, Litecoin, and Darkcoin. These cryptocurrencies were researched using a physical Apple
I0S mobile device, a physical Samsung Galaxy S4 Android device, and an emulated Android
mobile device in a controlled lab setting. As is described more fully in Section 111, wallet
application data was forensically extracted from the devices at four different stages in the testing
process, throughout which the presence and use of the wallet applications on the devices
changed. Upon completion of trading and imaging, the collected data of the mobile devices was
analyzed with a variety of forensic software for information that could potentially link a
cryptocurrency wallet or transaction to a specific device or real identity. The results of these
analyses are detailed in Section IV. Section V provides a conclusive overview of this research,
while Section VI offers suggestions of future research prospects and ways in which digital
forensic examiners can use the results of this research in the investigation of cases involving

cryptocurrency use on mobile devices.
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I1. Background

Provided here is an in-depth overview of the unique features that distinguish Bitcoin,
Litecoin, and Darkcoin cryptocurrencies. Given that Litecoin and Darkcoin grew out of the
operational skeleton of the Bitcoin protocol, Section I1.A describes the underlying causes for the
creation of a cryptocurrency system, as well as how “gold standard” Bitcoin functions, while
Sections 11.B and I1.C detail why Litecoin and Darkcoin were subsequently created from the
Bitcoin protocol and how they are unique. Describing these differences is important in further
understanding how each of these currencies and their components can be used and potentially
manipulated. Since it is possible that forensic analysis may also vary with each type of currency,

it is crucial for investigators to be familiar with the distinct features of these digital systems.

I1. A. Bitcoin Features

Bitcoin is a virtual currency that makes use of cryptography in the creation and
management of its digital currency system. Created by the pseudonymous Satoshi Nakamoto and
launched in early 2009, the main drive behind the creation of Bitcoin was to replace existing
virtual commerce methods, which relied heavily on financial institutions to process electronic
transactions in a trust-based model, with a system in which payments are moderated by an
unaffiliated and more reliable third party: cryptographic proof (Nakamoto, 2008). To accomplish
this, Bitcoin operates in a decentralized peer-to-peer network, meaning that instead of a single
entity holding responsibility for payment verification, consensus of the entire Bitcoin network
determines the validity of each payment (de la Porte, 2012).

There are a numbers of ways in which an individual can become involved in the Bitcoin

network. On either a personal computer or a mobile device, a user can trade Bitcoins for goods
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and services with other users or participating vendors; he can trade in coins for traditional
currencies on a Bitcoin exchange platform; he can donate to a political party, charity, or a friend;
or he can take on the role of a miner and lend his resources to the verification of other users’
transactions (Luther, 2013). To begin, a user installs the open-source Bitcoin client—a Bitcoin
wallet—onto his computer(s) to manage his account. There are two types of wallets available for
download: a software wallet, which is installed straight onto a device, or a web wallet, which is a
wallet hosted by a third party (“How to Set Up a Wallet,” 2013). Through a wallet, a user is able
to receive, store, and send bitcoins.

An individual bitcoin is actually a chain of digital signatures (Nakamoto, 2008). These
signatures are hash values that represent each sequential transfer of a coin from one user’s public
key to another. As a coin is transferred from user to user, the coin develops a unique chain of
signatures that starts with the creation of the coin and has an end that changes as the coin
continues to be passed along. A user’s coins are held in an encrypted wallet, where his sets of
private and public key pairs are also stored (Luther, 2013). When a user goes into his electronic
wallet to send coins, his unique secret signing key (private key) is used to generate a SHA-256
hash composed of past and future transaction information. This first hash is the sender’s digital
signature. The combination of this signature with the hash of the previous transaction and the
recipient address is collectively called a coin transaction. Because each transaction includes a
reference to the previous one, the sequence of transactions forms a chain, which is recorded in
the coin (Luther, 2013). The coin transaction is next combined with the public key of the receiver
to ensure it can only be opened by the receiver. Finally, the bundle is cryptographically hashed

once more into what becomes a new block (Luther, 2013). A block is synonymous for a
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transaction. This process of generating a Bitcoin block is pictographically summarized in Figure

2 (red denotes sender components and green denotes receiver).

Private key

Figure 2. Cryptographic Processing of a Bitcoin Transaction
To ensure that a bitcoin is legitimate in terms of ownership, a block must be verified
against the public ledger (Luther, 2013). This verification is not performed by one user, however.
The information in the new block is broadcast to the entire network of users for verification
(Luther, 2013). To check the validity of the block, and ultimately complete the transaction, it
must be added to the official block chain—a globally visible and accepted ledger consisting of

all past transactions—by a Bitcoin miner (Luther, 2013). Put simply, mining is the term used for
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the process of computing complex hash calculations in order to verify Bitcoin transactions
(“Mining,” 2013). During mining, the new block is compared to the historical list of transactions
on the ledger. In order for the block to be confirmed, the current end of the transaction chain in
the submitted coins must point to the sender as the rightful, current owner.

If ownership, and thus the block, is confirmed to be valid, the block is created and the
reward—a sum of new bitcoins—for finding that block goes to the miner whose work produced
the correct hash (Meiklejohn, Pomarole, Jordan, Levchenko, McCoy, Voelker, and Savage,
2013). The new block is then broadcast to the network so that the public ledger can be updated.
Finally, the payment is permitted to pass on to the receiver. With her wallet, the receiver decodes
the hash information using her own private key and thus ownership of the coin is successfully
transferred to her (Luther, 2013). Once an entirely new payment is submitted and a newly
created block references this block as the previous one in the historical chain, the block is fully
accepted as part of the public block chain (Meiklejohn, Pomarole, Jordan, Levchenko, McCoy,
Voelker, and Savage, 2013).

The uniformity required of a currency system mediated by a widespread network of peers
depends on a sound method of communication. Though simple, the Bitcoin protocol effectively
provides reliable interconnectedness and harmony to its dynamic peer-to-peer network. Peers in
the Bitcoin network connect to one another over an unencrypted TCP channel. The Bitcoin
protocol implements propagation and discovery mechanisms through the use of what are called
messages. A message is essentially a communication flag whose name is specific intent. Nodes
send and receive these messages from one another in order to spread a variety of requests
through the entire network. To circulate addresses, for example, a node can request a list of

neighboring peers in the network using GETADDR messages, as well as convey its own list of
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known addresses using the ADDR message. Collectively, these messages are used for peer
discovery, connecting to peers, block broadcasting, and transaction broadcasting. Of particular
interest to this research is the TX message, which is used to describe transactions. There are
multiple steps from the start to finish of a transaction broadcast. First, the sender submits an INV
(inventory) message with the transaction hash. If the hash passes the validity checks on the
receiver’s end, the receiver sends back a GETDATA message. The sender then transmits the
real transaction in a TX message. When the transaction reaches the receiver, he broadcasts an
INV message to his peers so that the block chain can be updated (Birukov, Khovratovich, and

Pustogarov, 2014; “Bitcoin Developer Guide,” 2009).

I1. B. Litecoin Features

Marketed as the “silver to Bitcoin’s gold” cryptocurrency status, Litecoin protocol
predominantly mirrors that of Bitcoin. While accepting and even promoting its second place
status since its debut in October 2011, Litecoin’s creator, Charles Lee, did create Litecoin to
have features which he believed to be better than those offered by Bitcoin. His aspiration for
Litecoin was to be a faster and more energy efficient cryptocurrency. To distinctly differentiate
Litecoin from Bitcoin, three parameters were altered: the number of coins to introduce into
circulation, the rate of block generation, and the hashing algorithm utilized (Sprankel, 2013).

Instead of a cap of 21 million coins like Bitcoin, the limited supply of Litecoin sits at 84
million coins, which is four times the number of coins than the Bitcoin network will issue
(Sprankel, 2013). By having more coins available for circulation, smaller divisions of coins can

theoretically be made and thus smaller transaction values become more feasible. This is
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particularly attractive for merchants that operate on many small transactions being made at a
high rate (“Main Page,” 2011).

The quicker transaction time offered by Litecoin is another feature that aids in the
practicality of small value trades. In just two and a half minutes, as opposed to ten minutes with
Bitcoin, a transaction will be put out to the network, undergo verification, and complete the
transfer from sender to recipient. A faster confirmation time means less anxiety for both trading
parties and also a much smaller window for potential hackers to interrupt the transaction chain
(“Main Page,” 2011).

Finally, Litecoin makes itself available and useable to a broader scope of users with its
mining capabilities. By using the hashing algorithm called scrypt to provide the cryptographic
security and complexity to mining efforts, coins can be generated and transactions verified by
standard computers with consumer-grade hardware which most individuals already own (“Main
Page,” 2011). In addition to its capacity for attracting more miners, Litecoin’s use of scrypt
means that this mining system does not interfere with Bitcoin’s system. If a capable user so
desires, he may put his machines to mine both cryptocurrencies simultaneously. In this way,
Litecoin aligns itself more as a currency complimentary to Bitcoin than as a true competitor

(“Litecoin,”, 2014).

Il. C. Darkcoin Features

Released in March 2013, while Darkcoin is also an offshoot of Bitcoin, it is radically
different than Bitcoin and any other cryptocurrency in its privacy design. Formulated with the
purpose of providing true anonymity to transactions, Darkcoin eliminates the capacity to even

link a transaction with the correct corresponding source or destination addresses. As creator Evan
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Duffield writes in the white paper of Darkcoin, his currency can solve the blockchain’s inherent
inability for true privacy with the implementation of DarkSend (Duffield and Hagan, 2014).

The basic Darkcoin system operates just as Bitcoin does; however, the verification
method of Darkcoin transactions is unique with the availability of DarkSend. It is an optional
implementation available to Darkcoin users and can be deactivated at any time per the user’s
wishes (Duffield and Hagan, 2014). The innovation of DarkSend lies in its ability to mix the
inputs and outputs of transactions traveling through the DarkSend payment system (“What is
Darkcoin?”, 2014). With DarkSend enabled, a payment request is automatically split into smaller
coin denominations and then combined with other split transactions of similar size into pools of
larger transactions. A master node for each pool is then randomly elected to serve as the
transaction mediator for that session. This master node is a user who has volunteered their
resources and 1000 Darkcoins for the privilege of assuming the role. The steep requirement aims
to keep the master nodes honest and a reward of 20% of the newly mined coins provides
incentive for miners to continue offering their services (“DarkSend,” 2014).

Once the master node is established, the mixing begins. Since all inputs in the pool are
equal in size, all outputs are virtually the same and can therefore be shuffled around
interchangeably. A scheme involving blind signatures is utilized, though, to ensure the outputs of
the pool will belong only to participants in that pool. This tactic additionally ensures that no user,
not even the master node, knows which outputs are linked to which inputs. Once the obfuscation
process is complete, the master node presents the finalized transactions to the participants. If
each participant confirms their respective inputs and outputs amounts as correct, the transactions

are signed and the master node broadcasts the new blocks to the network, then resigns its
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position. Anyone who views the block chain thereafter will see the completed payments but will
not be able to match senders to receivers (Duffield and Hagan, 2014).

Other unique features of Darkcoin include the use of a highly secure hashing algorithm
X11, a total transaction time of 2.5 minutes, and a maximum supply of approximately 22 million
coins (“What is Darkcoin?”, 2014). In totality, Darkcoin is the first—and currently only—
cryptocurrency to boast of privacy-centered operations since the creation of Satoshi Nakamoto’s

Bitcoin (Duffield and Hagan, 2014).

I11. Methodology

To investigate the potential forensic artifacts left behind in mobile device memory by
cryptocurrency wallets after controlled trading, the most popular wallet applications available for
Bitcoin, Litecoin, and Darkcoin were considered for iOS and Android mobile devices. The
wallets were tested in the most basic, user-only condition, so blockchains were never
downloaded, addresses were not saved, coins were not publicly requested, only one address was
used per wallet, and the wallets were not backed up.

The basic investigative premise was to extract the application data of each wallet from
the two types of mobile devices at four different points in the installation and trading processes:
(1) after a factory reset of the phone and prior to the installation of the wallet applications, (2)
after wallet installation and before trading, (3) after completion of controlled trading of the
currencies, and (4) after the wallet applications had been deleted from the device. Comparison of
the data from stages 1 and 2 allow wallet-specific data to be distinguished from other software
and application data native to the mobile device. Comparison of 2 and 3 permits the distinction

of any transaction-specific alterations to the devices’ memory. Comparing data from stage 3 to 4
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will reveal if any indicators of the wallet applications’ presence on the device still exist after
deletion of the wallet applications.

All extracted data was saved onto a Seagate Barracuda 1 (one) terabyte hard drive that
had previously been forensically wiped and verified. A DiskCypher SATA 256 with an
encryption key was attached to the hard drive to protect the contents of the hard drive. Using
current forensic analysis tools and software, these extractions were gleaned for any links between

user-related information and the data pulled from the application software.

I11. A. Physical iOS Device

To test the i0S operating system, an Apple iPhone 4 (Model A1332) running iOS version

7.1.1 was used.

I11. A. 1. i0S Extraction

In each of the four stages of the experiment, two methods of data extraction from the i0S
device were used. The first was Cellebrite UFED Physical Analyzer (version 3.9.8.7) software.
After opening the application on a desktop computer, the mobile device was plugged into one of
the USB ports using the Cellebrite Tip T-110 attached to Cable A. In the application Graphic
User Interface (GUI), the Advanced Logical extraction was selected and both extraction Method
1 and 2 were performed. The extracted images were saved for later analysis.

The second method for extraction was iFunBox, an open-source app/file manager for i0OS
devices. Immediately after extraction in UFED Physical Analyzer for each stage, iFunBox was
used to actively examine and extract application data from the still-connected iPhone. The File

System folder was extracted using the iFunBox’s Dump feature and saved to the encrypted hard
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drive. Since iFunBox is fundamentally an active file/app managing tool, analysis of the wallet
applications could only be performed for Stages 2 and 3, when the wallets were still installed on
the device.

For both methods of extraction, all collected data was saved via the Dump option (if

possible) or by screenshot to the encrypted hard drive.

I11. A. 2.10S Stage 1: Device Set-Up

To ensure all data found on the mobile device was exclusively from the experiment, the
phone was reset to factory settings. During the set-up process after resetting the phone, the
device was configured to connect to the lab’s private wireless network and a test email address
was saved for future use in the iTunes App Store. Once the set-up process was complete, the

phone was imaged with UFED Physical Analyzer and examined iFunBox.

1. A. 3. 10S Stage 2: Installation of Wallet Applications

Opening the iTunes App Store on the home screen of the device, the following Bitcoin
wallet applications were installed onto the device: bitWallet (v. 1.5) by Sollico Software and
Coin Pocket (v. 1.1.0) by Enriquez Software LLC. Litecoin- and Darkcoin-specific wallets
could not be tested on the iOS in this project due to the ban Apple had placed on apps involving
the transmission of virtual currencies in early 2014. This ban was lifted the first week of June
2014, less than a month before the beginning of this research, and so the availability of wallets
for any currency that allowed the transference of coins and not simple fund-monitoring was

Scarce.
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Both wallets were installed and operated as user-only; therefore, the block chains were
never downloaded to the devices and no mining was performed. Once the wallets were
successfully installed, each application was tapped to start. Having been opened once, the mobile

device was then imaged by UFED Physical Analyzer and examined in iFunBox.

I11. A. 4.10S Stage 3: Trading

Trading occurred over a private wireless Internet connection. Trades were made with
both a known user running desktop wallet applications and the physical Android device
maintained in this experiment. A log in Microsoft Word was kept to record important transaction
information such as sender/recipient addresses, transferred amount, the transaction hash, and the
date and time stamps. After each wallet had a minimum of two received and two sent

transactions, the device underwent extraction and examination.

I11. A. 5.10S Stage 4: Wallet Application Deletion

After each wallet application completed two send and two receive requests, the wallets
were emptied in a final transaction to send the coins back to their owner. Once successfully
emptied, the applications were deleted by pressing down on the icon until all of the app icons
begin to wiggle and an encircled “X” appeared in the top right corner of each icon. The “X” for
both the bitWallet and Coin Pocket wallet applications were selected and confirmed in the pop-
up window for uninstallation. Once uninstalled, the mobile device data was extracted with UFED

Physical Analyzer and examined in iFunBox.

1. A. 6. 10S Analysis
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To analyze the collected memory data from the i0S, UFED Physical Analyzer was used
to examine the extracted .ufd files. From the encrypted hard drive, the files were opened in
UFED Physical Analyzer to decode and parse the collected data. Once parsed, all extracted
information listed in the left project tree pane in the GUI were examined for potential forensic
artifacts. In particular, the Analyzed Data, the Data Files, Timeline, and File Systems tree items
and all sub-items under each were assessed. Any extracted databases were examined both in the
data view in Physical Analyzer and in the open-source tool DB Browser for SQLite. All relevant
data found was dumped as a file onto the Seagate hard drive and/or was documented with a
screen capture.

As described previously, iFunBox is more of an active examination tool. For each stage,
all items listed in the left project tree pane in the GUI were examined for potential forensic
artifacts while the phone was connected to the computer. As for extracted data, the File System
folder from all four stages along with the specific wallet application files from Stages 2 and 3

were later analyzed using Notepad++ and DB Browser for SQL.ite.

I11. B. Physical Android Device

To test the Android operating system, a Samsung Galaxy S4 (Model GT-19500) running

Android OS version 4.4.2 was used. No SIM card was inserted.

I11. B. 1. Physical Android Extraction
In each of the four stages of the experiment, data extraction from the Android device was
performed using a Cellebrite UFED Touch Ultimate hardware device. The mobile device was

connected to the UFED unit using Cable A with Tip T-100. Once plugged in, the UFED
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automatically detected the device and a prompt window appeared listing extraction options for
CDMA and GSM models of the Samsung GT-19500 Galaxy S4 device. Ultimately, all possible
extraction types targeting all possible content types for both CDMA and GSM versions of the
phone were performed to ensure all potential data was collected. For the CDMA model, the only
extraction option was a Logical Extraction. For the GSM version, extraction options included a
Logical Extraction, a File System Extraction with “Android Backup — NO Shared,” and a File
System Extraction with “Android Backup-with Shared.” The options of “no shared” and “with
shared” refers to the exclusion or inclusion of existing shared preferences for applications in the
backup.

Since the mobile device was running above Android version 4.2, the settings on the
device had to be changed to activate Developer Options, allow Android/USB Debugging, and
configure the screen to “Stay Awake” while on. The instructions for making these changes were
provided by the UFED device before the extraction began. They can also be found on the
Android Developers website.

All extractions were initially saved to a removable USB flash drive inserted into the
UFED target port. Once all extractions for a stage were completed, the USB was plugged into the
desktop computer and the extracted folders were cut from their place on the flash drive and

pasted onto the encrypted Seagate hard drive for later analysis in UFED Physical Analyzer.

I11. B. 2. Physical Android Stage 1: Device Set-Up
To ensure all data found on the mobile device was exclusively from the experiment, the
phone was reset to factory settings. During the set-up process after resetting the phone, the

device was configured to connect to the lab’s private wireless network and a test email address

Page 18 of 49



was saved for future use of the Google Play Store. Once the set-up process was complete, the

phone was imaged with UFED Touch.

I11. B. 3. Physical Android Stage 2: Installation of Wallet Applications

From the Google Play Store icon on the home screen, the following wallet applications
were installed onto the device: Bitcoin Wallet (version 3.53) by Andreas Schildbach, Hive
Bitcoin Wallet (v. 0.3.3.3.46) by Hive Labs, Litecoin Wallet (v. 3.30.9) by Litecoin Project, and
Darkcoin Wallet (beta) (v. 1.0.1) by Hash Engineering Solutions. Each wallet was installed and
operated as user-only; therefore, the block chains were never downloaded to the devices and no
mining was performed. Once the wallets were successfully installed, each was tapped to start.

Having been opened once, the mobile device was again imaged using the UFED Touch.

I11. B. 4. Physical Android Stage 3: Trading

Trading occurred over a private wireless Internet connection. Trades were made with
both a known user running desktop wallet applications and the physical iOS device maintained in
this experiment. A log in Microsoft Word was kept to record important transaction information
such as sender/recipient addresses, transferred amount, the transaction hash, and the date and
time stamps. After each wallet had a minimum of two received and two sent transactions, the

device underwent extraction.

I11. B. 5. Physical Android Stage 4: Wallet Application Deletion
After each wallet application completed two send and two receive requests, the wallets

were emptied in a final transaction to send the coins back to their owner. Once successfully
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emptied, the applications were deleted using Android’s built-in Application Manager. To access
it, the Settings app was opened, the More tab was tapped, and Application Manager was selected.
In Application Manager was a list of the currently installed apps. To uninstall the wallet
applications, the icon of each was tapped and then the Uninstall button at the top of the
subsequent screen was selected. Once all four wallet applications were uninstalled, the mobile

device data was extracted with the UFED Touch.

I11. B. 6. Physical Android Analysis

To analyze the collected memory data from the Android device, UFED Physical
Analyzer was used to examine the extracted .ufd files. From the encrypted hard drive, the files
were opened in UFED Physical Analyzer to decode and parse the collected data. Once parsed, all
extracted information listed in the left project tree pane in the GUI were examined for potential
forensic artifacts. In particular, the Analyzed Data, the Data Files, Timeline, and File Systems
tree items, as well as all sub-items under each. Any extracted databases were examined in both
the Data view pane in Physical Analyzer and in the open-source tool DB Browser for SQL.ite.
All relevant data found was dumped as a file onto the Seagate hard drive and/or was documented

with a screen capture.

I11. C. Virtual Android Device

To run the second method of extraction for the Android operating system, a physical
mobile device was no longer available and so a virtual Android device was used. The open-
source tools Genymotion (v. 2.2.2) and Oracle VM VirtualBox (v. 4. 3. 14) were downloaded to

create this virtual device (emulator). Mirroring the device used in the first extraction process, two
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virtual Samsung Galaxy S4 devices running Android OS version 4.4.2 were created for this

portion of the experiment.

I11. C. 1. Virtual Android Extraction

A component of the Genymotion Android Emulator that proved useful for extracting
application data in this project was the Genymotion Android tool package. Automatically
downloaded and available with the installation of Genymotion, these command-line tools are
similar to those used for Android SDK, which are a set of development and debugging tools. The
specific tool used in this project was the Android Debugging Bridge (ADB) pull command.

In order to use ADB pull on the virtual devices, the emulators had to be open and running
on the computer. Additionally, the unique Google ID for each wallet was needed in order to
direct the tool to pull the data from a specific wallet application. This ID was found by searching
the wallet application name on the Google Play Store website and then seen in the URL of the

application details page, as shown in Figure 3.

/> Bocoin Watet A

€ 5 e o piayﬁéoogle.com 1

> LOC 1;{_1\’ n

Bitcoin Wallet
""‘J ”‘H Andreas Schildbach
Games D \dd to Wishl
< Editors’ Choice D ' &y
L & & & 2 i 8+1 | +a062 Recommend this on Google

Figure 3. Location of the Google ID of an application (red) within its Google Play Store URL.
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To access the ADB tools, a command prompt was opened and navigated to the
C:\Program Files\Genymobile\Genymaotion\tools directory. This directory is the default location
selected for storing the Genymotion tools during the installation process. The data unique to each
wallet application was then pulled from the emulator and directed to a designated output
directory on the local computer using the command syntax displayed in Figure 4. A successful
ADB pull was confirmed by comparing the number and names of the files seen in the specified
output directory open in a Windows Explorer GUI to what was printed in the command line

window output (Figure 5).

o> Administrator: Command Prompt - o N

:\Program Files\Genymobhile\Genymotion\tools>adbh pull /datas/data/de.schildbach.w
llet C:\Users\AJ\Documents\Research2\Android-ADB-Pulls\1stDay—-Pull\Bitcoin-lall

et

Figure 4. ADB pull command syntax to extract Android Bitcoin Wallet application data.
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G Administrator: Command Prompt

:\Program Files\Genymobhile\Genymotion\tools>adh pull /datas/data/de.schildbach.w
llet C:\Users\AJ\Documents:\Research2\Android-ADB-Pulls\1stDay-Pull\Bitcoin-Wall

t
ull: building file list...
kipping special file ’1ib’
ull: s/datasdata/de.schildbach.wallet/app_log/wallet.log —> C:\Users\AJ\Document
\Research2\Android-ADB-Pulls\1stDay-Pull\Bitcoin-Wallet/app_log-/wallet. log
ull: sdatasdatasde.schildbach.wallet/files/key—backup—protobuf.93 -> C:\Users\A
\Documents\Research2\Android-ADB-Pulls\1stDay-Pull\Bitcoin-Wallet/files/key—-hac
kup—protobuf .93
pull: s/datasdata/de.schildbach.wallet/files/wallet—protobuf —> C:\Users\AJ\Docum
nts\Research2\Android-ADB-Pulls\istDay-Pull\Bitcoin-Wallet/files/wallet—protobu

pull: sdatasdatasde.schildbach.wallet/files/key—backup—protobuf -> C:\Users“\AJ\D
-cuments;ResearchZ\ﬂndPoid—ﬂDB—Pu113\1stDay—Pull\Bitcuin—Hallet/files/key—hackup
protobu
;ull s/datas/data/de.schildbach.wallet/shared_prefs/de.schildbach.wallet_preferen
es.xml —=> C:\Users\AJ\Documents\Research2\Android—-ADB-Pulls\1stDay-Pull\Bitcoin
Wallet/shared_prefs/de.schildbach.wallet_preferences.xml
ull: s/datasdatasde.schildbach.wallet/app_blockstoresblockchain -> C:\Users\AJ\D
ocunents\Research2\Android-ADB-Pulls\l1stDay—Pull\Bitcoin—-Wallet/app_hlockstore/bh
lockchain
pull: sdatas/datasde.schildbach.wallet/databases/address_book-journal —> C:\Users
AJ\Documents\Research2\Android—-ADB-Pulls\istDay—Pull\Bitcoin—-Hallet/databhases/a
iddress_book—journal
ull: sdatasdatasde.schildbach.wallet/databases/address_book => C:\UserssAJ\Docu
nents\Research2\Android—-ADB-Pulls\1istDay—Pull\Bitcoin—Wallet/databases/address_bhb
ook
8 files pulled. @ files skipped.
1643 KBr/s (862919 bytes in 8B.512s)

IC:\Program Files\Genymohile\Genymotion\tools>_

Figure 5. Command prompt output of a successful ADB pull of the Bitcoin Wallet application
data.
Since application-specific data could only be pulled from an installed application,
however, no wallet application data was extracted in Stage 1. All other application data present
on the emulator, however, was pulled after each of the four stages and saved to the encrypted

hard drive.

I11. C. 2. Virtual Android Stage 1: Device Set-Up
After successful installation of Genymotion and Oracle VirtualBox, Genymotion was

started. Two new virtual devices were created with the specifications listed in Table 1.

Specification Setting
Android version 4.2.2
Device model Samsung Galaxy S4
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Memory size

2048 MB

Data storage capacity

16,394 MB

Table 1. Genymotion Android Emulator Set-Up Specifications

Once the emulators were successfully created, they were ready to use. After powering on

an emulator, it was necessary to check that wireless capabilities were enabled in order to

successfully download the wallet applications and make trades. If the gray wireless symbol was

visible in the top right corner of the emulation window, it was confirmed that the emulator was

properly set up. To confirm connectivity in a second way, the browser application was opened

and a Google search was made. If the search completed and displayed results, it was determined

that the device was properly configured.

As with the physical Android device, the emulator required activation of Developer

Options so that USB Debugging could be enabled to successfully extract application data.

Navigation through the settings to make this change was the same as with the physical device

and is available for reference on the Android Developers website
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I11. C. 3. Virtual Android Stage 2: Installation of Wallet Applications

Before the wallet applications could be installed, a Security setting in the emulator had to
be changed. Clicking on the Settings icon within the emulator, the Security option was selected
from the Options menu. Under Device Administration, the box next to “Unknown Sources” was
checked to allow installation of apps from unknown sources onto the device.

To install the applications onto the emulators, a third-party website was used to download
the wallets” Android application package, or APK file, which contained the application software.
Clicking on the Browser icon on the emulator home screen, the following URL was typed into
the address bar: apps.evozi.com/apk-downloader. The Google ID of a wallet (obtained in Section
I11. C. 1.) was typed into the input box on the page and then the “Generate Download Link”
button was clicked. After the package details appeared for the designated Google ID, the “Click
here to Download” button was clicked. This process is illustrated in Figure 6. Once the
application .apk file was successfully downloaded, the application was installed onto the device

from the Downloads menu.

== Genymotion for personal use + Setup (1080x1920, 480dpi).. = ﬂn
T i

B apps.evozi.com/apk-dow =

Package name or Google Play URL

€2 visit Play Store
de.schildbach.wallet

Package Name: de.schildbach.wallet
File Size: 2.2 MB

QR Code: View

MOS5 File Hash:

d71e6bb98574923411 05909 2faffcbba
Last Fetched: 2014-09-23 11:28:40
Version: 3.59 (180)

are

& Generate Download Link
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After all four wallet applications were downloaded and installed onto the device, the
applications were clicked open since it was discovered that the ADB pull command could not
extract any wallet application data from the emulator if the application had never been opened.
With the emulator open and running, the first ADB pull extraction of each wallet application was

made and saved onto the Seagate hard drive.

I11. C. 4. Virtual Android Stage 3: Trading

Trading occurred over a private wireless Internet connection and was made between the
two Samsung Galaxy S4 emulations running simultaneously. A log in Microsoft Word was kept
to record important transaction information such as sender/recipient addresses, transferred
amount, the transaction hash, and the date and time stamps. After each wallet had a minimum of

two received and two sent transactions, the device underwent extraction.

I11. C. 5. Virtual Android Stage 4: Wallet Application Deletion

After each wallet application completed two send and two receive requests, the wallets
were emptied in a final transaction to send the coins back to their owner. Once successfully
emptied, the applications were deleted in the same way that the apps were deleted on the
physical Android device: using Android’s built-in Application Manager. To access it, the
Settings app was opened, the More tab was tapped, and Application Manager was selected. In
Application Manager was a list of the currently installed apps. To uninstall the wallet
applications, the icon of each was tapped and then the Uninstall button at the top of the
subsequent screen was selected. Once all four wallet applications were uninstalled, all

application data was extracted with ADB pull.
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I11. C. 6. Virtual Android Analysis

To analyze the collected memory data from the ADB pull extractions, Notepad++, an
open-source code editor, and DB Browser for SQL.ite were used. All files extracted from the
ADB pull were opened in Notepad++ to review and keyword search if the file was human-
readable. All extracted database files were opened in DB Browser for SQL.ite to assess the tables
for entries relating to the wallet applications. If relevant data was found, the database was
subsequently queried for specific wallet application data. All relevant data found in any program

was saved onto the Seagate hard drive and/or was documented with a screen capture.

V. Data and Results

With both the physical iOS and Android mobile devices, after loading the UFED
extraction files in Physical Analyzer, all extracted components visible in the Project Tree were
analyzed. In particular, the Analyzed Data, the Data Files, Timeline, and File Systems tree items
and all sub-items under each. In addition to examination in UFED Physical Analyzer, select
database files were also analyzed in DB Browser for SQL.ite.

For the physical iOS device, active analysis using iFunBox was performed while the
phone was still attached to the computer for each stage. In these examinations, information listed
in the left project tree pane in the GUI was examined for potential forensic artifacts. From Stages
2 and 3, the File System folder and all wallet application files dumped from iFunBox were
analyzed in Notepad++.

For the virtual Android device, all files extracted with ADB pull were analyzed in either
Notepad++ or DB Browser for SQLite. The data pulled from the specific wallet applications in

Stages 2 and 3, along with all of the application data on the emulator in all four stages, were the
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items analyzed by these methods. It was found that the content of these pulls only pertained to

the activity made in the active session during which the pull was made and was erased after the

emulator was shut down.

IV. A. 1. Physical iOS Results — UFED Physical Analyzer

Under the Analyzed Data tree item in Physical Analyzer, the only sub-item with any
relevant artifacts was Installed Applications. In Stages 2 and 3, the Extraction table in the data
display contained entries for bitWallet and CoinPocket (see Figure 7). A particularly key value in
the table for each application was its Identifier. In extraction tables encountered further on in the
analysis, these identifiers were found again. While these data entries were extracted in Stages 2

and 3, they did not persist after the wallet applications were deleted in Stage 4.

Installed Applications

# Name Description Version | |dentifier Application ID Bua;:hasn Copyright Deleted Date Permissions Del?
2 bitWallet 1.5 com.sollico.bitw | ESAAQ587-
allet CB19-4E51-
B662-
1EODFABF1925
5 CoinPocket 1.2.0 me.enriquez.Coi | 3BCB1663-
nPocket 674C-4C28-

8B0OD-
B4EODDFB3818

Figure 7. Installed Applications data table entries for bitWallet and CoinPocket from UFED iOS
Advanced Logical Extraction.

Within the Data Files tree item, two categories were of interest: Configurations and
Databases. In both Method 1 and 2 of the Advanced Logical extractions, the Configurations sub-
item contained an entry with the details of a .plist file for the CoinPocket wallet, as shown in
Figure 8. A plist is a “property list” file used by iOS to store a user’s settings or information
about bundles and applications. These entries list the storage path of the .plist configuration files,
as well as the Created, Last Modified, and Last Accessed date and time stamps, which were

congruent with the true installation action of the wallet applications in the test. No configuration
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files existed for bitWallet in any of the four stages. As with the Installed Application data entries,

these CoinPocket entries were extracted after wallet installation, but not after deletion of the

wallets.
Configurations
# File Info Additional file info Del?
108 | Name: me.enriquez. CoinPocket.plist Size (Bytes): 484
Path: Library/Preferences/me. enriquez.CoinPocket. plist Created: 718 2\3-‘;4 3 2? % PM{UTC+0) Method 1
Modified: 7/18/2014 3:20:21 PM{UTC+0)
Accessed: 7/18/2014 3:20:21 PM{UTC+0)
108 | Name: me.enriquez.CoinPocket.plist Size (Bytes): 484
Path: Applications/me.enriquez.CoinPocket/Library/Preferen | Modified: 7/18/2014 3:20:21 PM{UTC+0) Method 2
ces/me.enriquez. CoinPocket.plist

Figure 8. Device configuration files for CoinPocket from UFED iOS Advanced Logical
Extractions.

Under the Databases category, two databases with the CoinPocket identifier were
extracted after installation of the wallets (Figure 9). These database files were only seen in the
Method 2 extraction, however. The first is a cache database and the second is a local storage file.
After inspection in UFED and DB Browser for SQL.ite, neither database file was found to
contain relevant data. The Last Modified date and time stamps seen in the entries were updated
from Stage 2 to 3. Again, no database files for bitWallet were found and these database files for

CoinPocket were removed after deletion of the wallet applications from the mobile device.

Databases
# File Info Additional file info Del?
25 | Name: Cache.db Size (Bytes): 4098
Path: /Applications/me.enriquez.CoinPocket/Library/Caches/ | Modified: 7/23/2014 7:02:07 PM(UTC+0)
me.enriquez.CoinPocket/Cache.db
42 | Name: Size (Bytes): 12288
Path: Applications/me.enriquez.CoinPocket/Library/Caches/ | Modified: T/18/2014 3:25:20 PM(UTC+0)
fila__0.localstorage

Figure 9. Database files for CoinPocket from Method 2 UFED 10S Advanced Logical
Extraction.

Physical Analyzer was not able to extract any data for the Time Line tree item in any of
the 10S .ufd extraction files. Additionally, analysis of the File Systems tree item revealed no

further artifacts of forensic relevance.
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IV. A. 2. Physical iOS Results — iFunBox

While active examination of the iOS mobile device after each stage in iFunBox yielded
no relevant data, analysis of the extracted File System and wallet-specific files in Notepad++ did
turn up some pertinent data.

In the wallet application dump of bitWallet, five folders were extracted—bitWallet.app,
Documents, Library, StoreKit, and tmp. In the Documents folder was an alerts.file file. When
opened in Notepad++, this file was found to contain the public address string of the wallet
installed on the device (see Figure 10). In the same folder was another file: wallets.v1. This file
listed not only the public address (key) of the wallet, but the private key as well (see Figure 11).

The other folders and files in the extractions of bitWallet did not hold relevant forensic data.

Eile Edit 3Search View Encoding Language Settings Macro Run  Plugins Window 2 X

cAHES B sk e gl ax B EHIEEA
= alets Kﬂ
1 <2yxpl version="1.0" encoding="UTF-8"?2>
2 <!DOCTYPE plisft PUBLIC "-//&pple//DTD PLIST 1.0//EN" "
http://www.apple.com/DTDs/PropertyList-1.0.dtd">
3 <plisk version="1.0">
4 <dipt>
<key>Rddresses</key>

<array>
<dick>
<key>Addr538</key>
<string>1EwTPrdcRECVMhZzYoXPdRemDgYvNZgR54</ string>
<key>Name</key>
<string>My Bikgoln Address</string>
<key>balance</key>
<integer>5405</integer>
<key>n_tx</key>
<integer>5</integer>
</dighk>
it </array>
18 </digt>
15 </plist>

20

length: 474 lines:iln:1 Col:1 Sel: 0|0 UTF-8w/o BOM INS

Figure 10. bitWallet: Content of the Alerts.file File Extracted by iFunBox.
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|/ C\Users\AJ\Documents\Research2\iOS\iFunBox\bitWallet\3Post-Trade\Documents\wallets.. = ©
File Edit Search View Encoding Language Seftings Macro Run  Plugins Window ? X

o= 3 o B | (gl as| EEE R @emp®
[H wallets.v1 J
1 f?mml version="1.0" encoding="UTF-8"?> A
2 <!DOCTYPE plisk PUBLIC "-//Apple//DTD PLIST 1.0//EN" "
http://www.apple.com/DTDs/PropertyList=1.0.dtd">
3 <plist version="1.0">
4 <digt>
<key>Wallets</key>
<array>
<digk>
<key>Addresses: </key>
<array>
<digE>

<key>Address</key>
<string>1RwTPrdcRECVMhZzYoXPdRemDgYvNZqR54</string>
<key>Name</key>
<string>My Bitcein Address</string>
<key>PrivateRey</key>
<data>
NUhxSE5neUZGNnhRbkduOUSubWJiTDFkN2 52
anhYUXVpY3dDOVVFeHd1UTkySFhoSERR
</data>
</dict>
</array>
22 <key>Name</key>
3 <string>My Wallet</string>
</dict>
25 </array>
26 </diet>

7 </plist>
v

length: 640 lines: 28 Ln:1 Col:1 Sel: 0|0 UNIX UTF-8 w/o BOM INS

Figure 11. bitWallet: Content of the Wallet.v1 File Extracted by iFunBox.

In the wallet application dump of CoinPocket, again five folders were extracted:
CoinPocket.app, Documents, Library, StoreKit, and tmp. None of the files in in these folders
held relevant forensic data.

In the Raw File System dump of the mobile device from Stage 3, two folders containing
data related to the wallet applications were extracted: Purchases and Downloads. The Purchases
folder contained a handful of .plist files, but none of them were related to the wallet applications.
The Downloads folder contained a SQL.ite database file labeled downloads.28.sqlitedb. When
opened in DB Browser for SQL.ite, the database file contained a table labeled Purchase with two
entries. Within this table was encoded_data and encoded_response columns whose cells
contained binary data which, when interpreted, listed the names of the ID of the wallet
application downloaded, as well as the iTunes name of the individual who purchased the wallet
application, respectively (see Figures 12 and 13). No relevant date and time stamps were found.
These table entries were still extracted after the wallet application was deleted from the mobile
device.
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| Import II Export l

0330
0340
0350
0360
0370
0380
0350
03a0
03b0
03cO
03do
03el
030

me .enriquez.Coin
Pocket

Type of data currently in cell: Binary
1022 byte(s)

| mpot || oot | gnary | Clear |

TETy T = i =T o T T IT UT O e oo =
0a90 08 00 00 04 08 73 69 6e 66 00 00 00 Oc 66 72 6d | ..... sinf....frm

0aa0 61 67 61 6d &5 00 00 00 14 73 63 68 6d 00 00 00 | agame....schm..

Dab0 00 69 74 75 &= 00 00 00 00 00 00 03 58 73 63 &8 LR s Xsch

0ac0 69 00 00 00 Oc 75 73 65 72 09 a= 9d 07 00 00 00 (i....user.......

0ad0 Oc 6b 65 79 20 00 00 00 21 00 OO0 00 18 &% 76 &9 EEW s e B

0ae@ 76 a7 25 66 ef da 85 89 eb 9c T7a ae b2 9d 13 d4 |v.})E...... 4

0af0 de 00 00 00 58 72 69 &7 68 76 65 49 44 01 f9 33 | ....XrighveID..3

0b00 40 70 6c 61 74 00 00 00 02 €1 76 65 72 01 01 01 | @plat....aver..

0bl0 00 74 72 61 6e cf fd a7 fe 73 &6f 6e 67 34 c9 cc | .tran....song4..

0b20 2a 74 6f 6f 6c 50 35 30 31 6d 65 64 €9 00 00 00 | *toolP50Ilmedi...

0b30 80 6d &f €4 &5 00 00 00 OO0 OO0 OO 00 0O 00 00 QO TTNHCL B8 v i

0b40 00 00 00 00 00 00 00 00 00 00 00 01 08 6e 61 6d f............. nam

0b50 65 41 6= 67 65 6c 69 63 61 20 4d 6f 6e 74 61 6e Qehngelica Montan

0b60 65 Ta 00 00 OO0 00 00 00 00 OO0 OO0 OO OO0 OO0 00 OO0 Pez.......vvvunnn

0b70 00 00 00 OO0 OO0 00 00 00 00 00 OO0 00 00 00 00 OO0 [ .. .. ... annn

0b80 00 00 00 OO0 OO0 00 OO0 OO0 00 OO0 OO0 00 00 00 00 00 | o.uvenevnvvnnnns w

Type of data currently in cell: Binary
12507 byte(s)

Encoded_Response Column.

IV. B. Physical Android Device Results

analysis of the No Shared File System extractions.

Figure 12. Wallet Application Name in the Binary Interpretation of the Dowloads.28.sqlitedb
Encoded_Data Column.

Figure 13. iTunes Name in the Binary Interpretation of the Dowloads.28.sqlitedb

The Logical extractions yielded no data when opened in UFED Physical Analyzer.
The Shared File System extraction did not contain any relevant information that was not

already included in the No Shared File System extraction. Thus, all results obtained were from
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Under the Analyzed Data tree item in Physical Analyzer, the only sub-item with any
relevant artifacts was Installed Applications. After installation of the wallets, the extraction table
in the data display contained entries for the Bitcoin Wallet, Hive Wallet, Litecoin Wallet, and
Darkcoin Wallet applications (Figure 14). An especially key value in the table for each
application was its Identifier. As the analysis process progressed, these identifiers were found in
other extracted tables. Another column in this table containing pertinent data was the Purchase
Date. The date and time stamps in these cells correspond to the actual installation date and time
of the wallets onto the mobile device. These data entries for the wallets remained present in the

table after trading in Stage 3 and were still extracted after deletion of the wallet applications in

Stage 4.
Installed Applications
# Name Description Version | |dentifier Application ID Bt;‘n:hau Copyright Deleted Date Permissions Del?
13 | Bitcoin Wallet de.schildbach.w 6/27/2014
allet 21:21:57T(UTC+
0)
16 Darkcoin Wallet hashengineering 6/27/2014
(beta) darkcoin.wallet 21:26:23(UTC+
0)
30 |Hive Bitcoin com.hivewallet.a 6/27/2014
Wallet ndroidclient.wall 21:22:54{UTC+
et 0)
31 | Litecoin Wallet de.schildbach.w 6/27/2014
allet_ltc 21:23:57(UTC+
0)

Figure 14. Installed Applications data table entries from the UFED Touch Extraction of the
Android device.

Within the Data Files tree item, the Databases category was the only one found to contain
data relating to the wallet applications after their installation. The launcher.db file, when opened
in DB Browser for SQL.ite, displayed two tables labeled AppOrder and Favorites. These two
tables contained a column listing the wallet identifiers, as found in the Installed Applications
table. The Favorites table also had a column describing the application’s Intent (see Figure 15).
An intent is defined by the Android Developers webpage as an abstract description of an

operation to be performed. More basically, it is a component involved in the launching of
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activities on the mobile device (“Intent”). For each of the four wallets, there was a Favorites
table entry listing the identifier and intent for the applications when clicked to launch. These data
entries for the wallets remained present in the table after trading, but were not extracted after

deletion of the wallet applications.

Database view  Hes View | Fie Info

= Q
androkd_metadata (1) 7 _id memType container screen cellX cellY spanx spany title ntent
appOrder (56}

-100 2 0 2 1 1 Bitcoin #intent;achonzandroid.intent.achon MAIN category=androsd.intent.category LAUNCHER; launchHags =0u 1 0000000, package=de.schildbach.wa
avorites

100 2 1 |2 1 1 Hive Wintent;achan=androld intentaction MAIN tategory=android.intent.category. LAUNCHER: LiunchFlags=0x 10000000;package=com hivewallet.a
-100 2 2 2 1 1 Utecoin Eintent;action=android.intent.action MAIN;category=android.intent.category. LAUNCHER launchFlags=0w10000000; package=de.schildbach.wa

-100 2 3 2 1 1 Darkeoin (beta) Rintent:action=android.intent action. MAIN tategory=android intent.category LAUNCHER LaunchFlags=Ca 1 0000000 package=hashengineering |

Figure 15. Favorites table of Launcher Database file in Physical Analyzer from the UFED
Touch Extraction of the Android device.

A second database file named localappstate.db was found in the Android extractions
which contained a table labeled Appstate that held data relating to the wallet applications. When
opening in DB Browser for SQL.ite, this table listed the wallet application identifiers, as well as
the first download timestamps of the wallets, the most recent data delivery time stamp, and the
user account under which the wallet applications were downloaded. Figure 16 displays these
entries, which were selected by a SQL query for easier viewing. The timestamps, once converted
from Unix Epoch (Unix timestamp) to the correct time zone, were congruent with the application
install date and time, and the date and time when the wallet application was active on the mobile

device. These table entries were extracted after both trading and deletion of the applications.

(BLOBI

(BLOB)
allet 1 A (BLOB) 1

4 (BLOE) 10565833 1

Figure 16. Appstate table in DB Browser of Local AppSate Database file from the UFED Touch
Extraction of the Android device.

The Timeline tree item was quite informative for the Android device. After installation of

the wallets, two entry types of interest were extracted (see Figure 17). The first were the
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Installed Application entries—there was one for each of the four wallets, with date and time
stamps that matched the actual purchase date. The second was Searched Items entries. These
entries denoted terms typed into the search bar of the Google Play Store, which was, in fact, how
these wallets were located in the Play Store for download onto the device. These table entries

were extracted after trading and after deletion of the wallet applications.

Timeline

# Type Direction Timestamp Party Description Del?

8 Installed 6/27/2014 Bitcoin Wallet
Application 21:21:57T(UTC+0)
s

9 Searched [ bitcoin wallet
Items 2

10 | Installed 6/27/201 Hive Bitcoin Wallet
Application 2
s

11 Searched B/ litecoin wallet
Items 2

12 | Installed 6/ Litecoin Wallet
Application 2

13 | Searched ©/27/2014 darkcoin
Items 21:24:13(UTC+0)

14 | Installed Darkcoin Wallet (beta)
Application

Figure 17. Timeline data table entries for the four cryptocurrency wallets from the UFED Touch
Extraction of the Android device.

The final tree item analyzed for the physical Android device was the File System. The
only file found to contain relevant data not previously discovered was the finsky.xml file in the
com.android.vending sub-item (see Figure 18, boxed in yellow). When selected in Physical
Analyzer, the text view of the file displayed three of the four wallet application names amid a list
of other device applications, which are marked in the red boxes in Figure 18. Based on the code
present (orange underlines), this finsky.xml file was determined to be a record of application
update notifications. It was also deduced that the wallet applications were present in this list
because the default setting for the mobile device was to automatically update installed
applications when connected to a WiFi network and that this update process occurred during
testing. After the installation of the wallet applications, this file and its contents were visible in

the File System tree item in all subsequent stage extractions.

Page 35 of 49



_20140514_10,nocache:recs:enable_recently_rated, nocache:re |*

<string name="successful-update-notification-app-list™ >Flipboard: Your News Magazine

Maps

Hive Bitcodn Wallet

Gmail

Google Play Games

16" value="1406053805238" />
<string n. om"” >dXRvczpBTRRSTOEXOFQUFMITWTSUMI TONFQUArWUSVVFVCR S xjaGV]a2 IveE LhembidGluZ 0Vt YWisczox < /string >
<long name=

<int name=""

<boclean name="auto-update-first-time-for-accounts” value="false" />

Figure 18. Finsky.xml file within the File System tree item in Physical Analyzer from the UFED
Touch Extraction of the Android device.

IV. C. Virtual Android Device Results
Given that five separate extractions were necessary after each stage to collect the data
specific to the four wallets, as well as the collective application data in memory, the results of

each are likewise discussed separately.

IV. C. 1. Bitcoin Wallet Results

From the ADB pull of the Bitcoin Wallet application, five folders were extracted:
app_blockstore, app_log, databases, files, and shared_prefs. The app_blockstore folder contained
one file, blockchain.file, whose data was not human readable when opened in Notepad++. The
app_log folder contained a file labeled wallet.log which was found to be a historical record of the
wallet application’s activity for the most recent emulator session. Of particular interest in this log

file were the blocks of entries for a transaction, which involved the TX message of the Bitcoin
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Protocol (see Figure 19). After comparing the activity in a log containing both a sent and
received transaction, it was found that all pertinent entries relating to a transaction included the
transaction hash value. Searching the transaction hash in Notepad++ brought up a Results box
listing all entries containing the hash value (see Figure 20), which, after referring back to the full
log file, were surrounded by the other entries describing the transaction. Searching “tx” similarly
helped with narrowing the area of focus for relevant information within the extensive log file. In
addition to Bitcoin network protocol messages and transaction hashes, the wallet.log file also
provided a variety of IP addresses of network peers. Based on the structure of the Bitcoin
network, it was concluded that these IP addresses are most likely linked to random Bitcoin nodes
which were involved in passing along the information and/or in verifying this singular

transaction.

[j’ C:\Users\admin\Docum
File Edit Search View Encoding Language Settings Macro Run TextFX Plugins Window 1
sEHBR 3B 4k P nlel xs| BE|5 iI.'_':||3l i HEEE ey =gy

B sol_dedimerGUI oy ]E diSearchDeliverableCaladator Gl py ]E dizable_clear_pagefie g | B3 Disable_LISB_Wiite_Block rag IE Enable_LSE Wris Blockres | =] Bicoin_Walet-Log td

14 037429 16:56:13.821 [NioClientcManager] MemoryPool - [67.22.244.206]:8333: Peer announced new transaction [1 wem
S 037529 ] 92022193ff5061b41363878B06fBfcB57a782a971c1afbc59098dfe29fc13c3ff
037596 16:56:14.147 [NioCliencManager] Peer - [67.22.244.206]:8333: Downloading dependencies of 92022193ff5
037696 061b4136387806f8fc857aT782a971claf6c59098dfe29fcl3c3EE
037750 16:56:14.341 [NioClientManager] Peer - [67.22.244.206]:8333: Bottomed out dep tree at 828d66la446b0d
037850 d65613bT73840££5£26£4c039d8e355fdbcSb82930dfb%e4cET
037901 16:56:14.343 [NioClientManager] Peer - [67.22.244.206]:8333: Dependency download complete!
037992 16:56:14.351 [NioClientManager] Wallet - Received a pending transaction 92022193ffS061b4136387806f8f
038092 cB57a782a971claf6c59098dfe29fc13¢3ff that spends 0.00 BIC from cur own wallet, and sends us 0.0011 B
038192 TC
038195 16:56:14.356 [NioCliencManager] Wallet - commitTx of 92022193ff5061b4136387806f8fc857a782a971clafécs
038285 2098dfe29£fcl3c3ff
038313 16:56:14.360 [NioCliencManager] Wallet - ->pending: 92022193ff5061b4136387806£8fc857a782a971claf6c5d
038413 098dfe29fcl3c3ff
038430 16:56:14.379 [NioClientManager] WalletFiles - Saving wallet, last seen block is 315100/0000000000000
038530 0002144ea796b242d064de34deb773a7d86e30e442f44705b41

1
I
I
I
I
|
I
I
I
|
I
I
I
I
I
I
038582 | 16:56:14.387 [NioClientManager] WalletFiles - Save completed in Tmsec
I
I
|
|
|
I
I
I
I
1
|
|
I
|
I
I
I

038652 16:57:00.039 [main] BlockchainServiceImpl - History of ctransactions/blocks: 1/0

038732 16:58:00.03% [main] BlockchainServiceImpl - History of cransactions/blocks: 0/0, 1/0

038817 16:59:00.041 [main]) BlockchainServiceImpl - History of cransactions/blocks: 0/0, 0/0, 1/0

038907 17:00:00.041 [main] BlockchainServiceImpl - History of transactions/blocks: 0/0, 0/0, 0/0, 1/0

039002 17:00:02,640 [NioClientManager] AbstractBlockChain - 8 blocks per second

039075 17:00:02.646 [NioClientManager] Wallet - Receiwved tx for 0.0011 BIC: 92022193ff5061b4136387B06f8fcBS

039175 T7aT782a%71claf6c59098dfe29fcl3c3ff [0] in block 0000000000000000366d6e03050439914319796a49d80e9d86e3c

039275 33c2976a269

039287 17:00:02.649 [NioClientManager] Wallet - <-pending

039340 17:00:02.652 [NioClientManager] Wallet - tx 92022183f£5061b4136387806£8£c857a702a971claf6c59038d e

039440 28£fcl3c3£ff ->unspent

039461 ll‘!=00=02.$65 [NioCliencManager] Wallet - Balance is now: 0.0011 ]

039525 17:00:02.671 [NioClientManager] WalletFiles - Saving wallst, last seen block is 315100/0000000000000

039625 0002144ea796b2492d0649de34deb773a7d86e300442144705b41

039677 17:00:02.71¢ [NioCliencManager] WallecFiles - Save completed in 29msec

039748 17:00:03.715 [main] BlockchainServiceImpl - service start command: Intent { act=de.schildbach.wallet
5 039848 .service.cancel coins received cmp=de.schildbach.wallet/.service.BlockchainServiceImpl }

Flgu re 19. Transaction entries for the first received payment in the wallet.log file of the Bitcoin
Wallet application.
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| Figure 20. Results for a search of the first received transaction hash in Notepad++ within the )
Bitcoin Wallet wallet.log file.

Switching back to the ADB pulled files, in the databases folder was address_book.file
and address_book-journal.file, two files which were unreadable in Notepad++ and contained no
data in their tables when opened in DB Browser for SQLite. Into the files folder, three files were
extracted: key-backup-protobuf.file, key-backup-protobuf.p3, and wallet-protobuf.file. None of
these files were readable when opened in Notepad++. Finally, in the shared_prefs folder was a
single file labeled de.schildbach.wallet_preferences.xml. The data in this file was just a short
code script for some of the wallet application preferences. After deletion of the Bitcoin Wallet
application from the emulator, its application data folder ceased to exist and thus could not be

pulled.

IV. C. 2. Hive Wallet Results

From the ADB pull of the Hive Wallet application, six folders were extracted:
app_blockstore, app_log, cache, databases, files, and shared_prefs. The contents of the first two
folders were the same as those found for Bitcoin Wallet. In the cache folder, two files were
extracted: wallet.-267244447.1og and wallet-dump.1791589373.txt. The log file, like the
wallet.log file in the app_log folder, was a historical record of wallet activity. Unlike the
wallet.log file which includes communication information with external sources, this log file

appeared to list activity exclusively internal to the application. There were, however, entries with
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similar TX information for a transaction seen in this file as was found in the wallet.log file

(Figure 21).
[ Gl ANDeomenseeni2Andiodindrod ADD Emactom e Emuaon el owalleL T2t Tiog - Noepedrs = Ol

Ble [dt Sewch View Enceding Langusge Sefings Macro Run Plugini Window
cHHE A GES d R deiawiax | FRHIEBIEIBOTEEE &[N

IR e 7200700 6]
'ps +56:52,109 [backgroundThread] Wallet - Completing send fx with 1 cutputs totalling 10000 satoshis (mot including foes)
09:56:52.110 [backgroundThread] Wallet with a foo of 0.00014594

09:56:52.316 [backgroundThread] Wallet - completed: 66328,
in [304 £86b. 479fe€6fcTcfTc23 dcbofdfBaSc417a%d26cbaTe07227£02201603ddBbo542T7aeSaa86b4e1e93chbEI69dddol db2e563566cf23d4fclaTlaTac0l]

(031cd205cT23£a4 438 d 52ab€3£333725355e7694d8e15c]
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Figure 21. Entries within wallet.-267244447 log in Notepad++ listing TX information for the
first sent transaction for the Hive Wallet.

The wallet-dump.1791589373.txt was another log of the wallet activity; however, this file
was more of a summary of the transactions made within the wallet. This summary included the
public wallet key, the amount of bitcoins currently in the wallet and the methods of transactions
in which by that value was reached, followed by more detailed descriptions of these sent and

received transactions. Figure 22 provides a basic view of this log in Notepad++.

X

Be [dt Sech View Gwedng Languige Sepings Macro Run Pluging Window
cHdHERGRlJiaDiocinylx x| BEIEYED
S L | S et 179188507020 6]
Waller containing O BPC (available: 0 BTC) inm:

1 pending transactiona

FRAllCR Bl =Rl

0 unspent transacticna
4 spent transactions

0 dead transactions
Last seen best block: 315147 (Mon Aug 11 16:58:50 CDT 2014): 00000000000000000cefdeSciblalbinTélEéSnélaletnTdabsT0ddeded447500

Reya:

addr: LAKE IxEQERI bxtr2 hashi€0:16€642c81263declcTabéaTi5ad4cteabanTiZel45 pubi031cd205c723faddd b 33725355e7694d8el5c
timsatamp:1407771964
*>> PENDING:
Sends 0.00024594 and receives 0.00, total value -0.00024594.
€63283c4989%dcald4Blc2a926d939d74116685e3. 77362, f: Pending/unconfirmed.
in [3044022020fde2d2f86beetlbd79febbfcTcfTc2I2dcbofdfBaScdlT7a%d26cbaTe0T227£02201603ddEboS42T7ae%albbdeled9chbi169dddol 9b2e563566cf25d4fclaTlaTacll]
[031cd205c723Fa44. 39 €3£33372535507694d8015¢c)
fdf be: 1fa3d04faflonntfd:l hashle0:6€42c81263doclcTabia’ % %4 cioabanT330148

1 sutpeint:45f9%aad39022c1a9dbe075betb71
16 out DUP HASHIED [cfbeclIaldidfibites’idls 91la0lé683651] EQUALVERIFY CRECRSIG 0.0001 BTC

>»> SPENT:

Sends 0.000445%¢ and receives 0.0002435%4, total value =0.0002.
49£%a0d99022c1a%dbe075bcEb 71384266801 3€668dbdEbel fa3d04faf3oanfd: Seen by 3 peers. Appeared in best chain at height 3135141, depth 7, work done 20803529329%004114269.

[3044022063ca341b4Tbd2 faB839450 729100057 728702 fb43dEacl184c001df80£1075902205021d1b10fddB 6645 0dcAdf 38 TEnn3eal £46169a084457d1d5c coletnl30aTI01]

in

[031ed205cT723fa44380eb 039 £333725355e76594dBel5c]
iz outpoint roe08E2bld71bbfbI6eélc0410858eIE24204171£669a557do12215bd60dE6%0:]1 hashlE016642cB1263declcTabfaTi5aF4cdrabanTilelds
23 out DUF MASH160 [cfbec23al43953b86e593d425 9laelE6BIBS1) FY CHECES1G 0.0001 BTC

sur DOF HASH1ED [6642c31263decOcTabaTdSad4 bas733a145] rY 0. 554 BIC Epent by

6632830498 9dcabdiBlodad26d935dT41166090339956520877362 fabd4Sho s

Sends 0.000835%4 and receives 0.000645594, total value -0.00025.

eefblidcOfadcalcod2an2fa2544724ccedd4421a7e203352d3aleleddébdafa: Seen by 3 peera. Appeared in best chain at height 315140, depth 8, work done -4613713541259391528.
in [3044022010ceedB3bbl foaef506d7405072b0c58023306a320d78ba7269b07eablacd754022025778£7837720917422c500d78a2c3c4395ad70ed4cblb50ebalf106483232ae01]
[031cd205cT23fa44380ebabcd 5 3£333725355e76%4dBel 5]
sutpoint:2d140£04 100020959014 2548720£27084820d6Td52066225512050075011124:0 hashl60:6642c81263decicTabiaT5a54cioabanT 330148

eut DUP HASH160 [000650700£40sbBleliS24bbidlibédatbelacab] EQUALVERIFY CHECRSIG 0.00015 BTC
out DUP HASH1ED [6642c@liéldeclcTabla7iSaFicieabanTilelds] KX IFY CHECESIG 0.00064594 BTC Spent by
cedB82bldT7ibbfb36e62c0430898e3£242e4171£66%a557dol12215bdE0dE6 D

Sends 0.00 and receives 0.00089594, total value 0.000853594.

Heamal tet fle

Figure 22. Data within the wallet-dump.1791589373.txt file in Notepad++ constltutlng Hive
Wallet transaction summaries.
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The files in the databases folder included address_book.file, address_book-journal.file,
manifests.file, and manifests-journal.file. Address_book.file contained no data in its tables when
opened in DB Browser for SQL.ite and address_book-journal.file was unreadable in Notepad++.
When opened in DB Browser for SQL.ite, manifests.file had a table labeled manifests, which
contained a singular entry with data pertaining to the Hive Wallet application (see Figure 23).

The manifests-journal file was unreadable when opened in Notepad++.

Gotn:

Figure 23. Manifests table in the manifests database from the ADB pull of the Hive Wallet
application.

Extracted into the files folder were three files: key-backup-protobuf.file, key-backup-
protobug.93, and wallet-protobuf.file. The data of all three files was unreadable when opened in
Notepad++. Finally, in the shared_prefs folder was a single file labeled
com.hivewallet.androidclient.wallet_preferences.xml. The data in this file was just a short code
script for some of the wallet application preferences. After deletion of the Hive Wallet
application from the emulator, its application data folder ceased to exist and thus could not be

pulled.
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IV. C. 3. Litecoin Wallet Results

From the ADB pull of the Litecoin Wallet application, five folders were extracted:
app_blockstore, app_log, databases, files, and shared_prefs. In the app_blockstore folder,
blockchainlitecoin.file was the only file extracted, which contained no readable data when
opened in Notepad++. The app_log folder contained the wallet.log file chronologically
describing the wallet application’s activity. In the databases folder were the files
address_book.file and address_book-journal.file, which, respectively, contained no data in its
tables when opened in DB Browser SQLite and was unreadable in Notepad++. The files folder
contained three extracted files: key-backup-base58litecoin.93, litecoin.peerdb, and wallet-
protobuflitecoin.file. The .93 file, when opened in Notepad++ (see Figure 24), contained data
that essentially gave a warning to the user to protect the private key of the wallet, along with the
actual private key for the wallet and the date and time stamp for when the wallet was created and
opened for the first time. The other two files were not readable when opened in Notepad++ and
the Litecoin.peerdb file could not be opened in DB Browser for SQL.ite. Lastly, in the
shared_prefs folder was the de.schildbach.wallet_Itc_preferences.xml file, which just contained a
short code script for some of the wallet application preferences. After deletion of the Litecoin
Wallet application from the emulator, its application data folder ceased to exist and thus could

not be pulled.

Figure 24. Data within the wallet-dump.1791589373.txt file in Notepad++: a security warning
and the private key for the Litecoin Wallet.
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IV. C. 4. Darkcoin Wallet Results

From the ADB pull of the Darkcoin Wallet application, five folders were extracted:
app_blockstore, app_log, databases, files, and shared_prefs. The app_blockstore folder contained
the blockchain file, which again was not readable in Notepad++. The app_log folder held the
informative wallet.log file. The databases folder contained the address_book and address_book-
journal files, which, respectively, contained no data in its tables when opened in DB Browser for
SQLite and was unreadable in Notepad++. Into the files folder, key-backup-protobuf.file, key-
backup-protobuf.93, and wallet-protobuf.file were extracted. None of these three files contained
readable data. Finally, in the shared_prefs folder was the
hashengineering.darkcoin.wallet_preferences.xml file, which only contained a short code script
for wallet application preferences. After deletion of the Darkcoin Wallet application from the

emulator, its application data folder ceased to exist and thus could not be pulled.

IV. C. 5. All Application Extraction Results

In addition to the data extracted from the ADB pulls of the specific wallet applications,
the data extracted from pulling all of the application folders was also analyzed for potential
artifacts. Out of all of the files pulled, only two new database files were found to contain data
pertinent to the wallet applications. The launcher.db file in the com.android.launcher folder
previously discovered in Physical Analyzer was also extracted in the ADB pull and contained the
same entries for the wallets in its favorites table. As had also been observed in the analysis of the
physical Android device, these entries did not exist in the launcher database once the wallet
applications were deleted. The first new file was in the com.android.providers.downloads folder.

In the databases sub-folder, the downloads.db file was opened in DB Browser for SQL.ite, where
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the downloads table was found to contain four entries, one for each of the downloaded wallet
applications. There were numerous columns in this table, of note were the uri, _data, lastmod,
and title columns. URI stands for uniform resource identifier and is a string of characters that
identifies a resource (Masinter, Berners-Lee, and Fielding, 1998). The URI column alone
contains an abundance of information about the wallet applications, such as the source URL of
these downloaded application, the file type of the download, the Google ID of application, and
the Unix Epoch (Unix timestamp) for when the application was first opened on the device. The
_data column indicates where the downloaded file was stored, the lastmod column indicates the
Unix Epoch (Unix timestamp) that the wallet application file was downloaded, and the title
provides the title of the file downloaded. Figure 25 shows a SQL query for the data contained in
these four columns. These table entries were still present in this extracted database after deletion

of the wallet applications from the emulator.

3 hepsterage. pvosicom/ aph/ dU1ADET T hashenginsering darkecin. wallet. sk T ATR/Dwp )i orage/ emvdated T Dewnlead/ hashengmenng dwkecenalictapk 14057 eering. darkein vallet 3k

Figure 25. SQL query for uri, _data, lastmod, and title columns in the downloads table of the
downloads database file located in the com.android.providers.downloads folder extracted from
the ADB pull of All Application Data.

The second file of relevance from the ADB pull of all application data was the
external.db file in the extracted com.android.providers.media folder. The files table contained
four columns with pertinent data: _data, date_added, date_modified, and title. The data in these

columns for the four wallet entries described the path where the downloaded APK file was

saved, the Google ID of the wallet application, and the Unix Epoch (Unix timestamp) of the
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wallet application installation and last modified time. Figure 26 shows a SQL query for the data
contained in these four columns pertaining to the four wallet applications. These table entries

were still present in this extracted database after the wallet applications were deleted.

i Daiabase Brovwses for SGte - C/Lsery Al Documents/Research/ Androia/ Aoid-AD: EXTactons/Pre-Test Emulation/All Data/cam and 10/ pIaviders medayarabases/ extemal .| - o |
View  Hel

g ermealated B Download Tushe ving darkecin wale, 18057533 hathengneering daks i wallet

Figure 26. SQL query for _data, date_added, date_modified, and title columns in the files table
of the files database file located in the com.android.providers.media folder extracted in the ADB
pull of All Application Data.

V. Discussion

After analysis of the physical iOS device, it was concluded that UFED Physical Analyzer
is a tool capable of determining active wallet application presence on a mobile iOS device. After
installation of the bitWallet and CoinPocket wallet applications, many indicators of the wallets’
presence could be gleaned from the UFED memory extractions. After trading, all of these
indicators could still be seen; however, once the wallet applications were deleted from the
device, all references to the wallets and their identifiers ceased to exist. There was also no
transaction information of any sort to be found in the UFED extractions. As for iFunBox, this
tool did allow more direct access to the applications themselves and the data held in their
subfolders. Unfortunately, the data in these folders held nothing of relevance and were no longer
present after deletion of the wallet applications. Like Physical Analyzer, iFunBox was deemed as
useful only for determining active wallet application presence on an iOS device. In summary, the
best approach for harvesting cryptocurrency wallet information on an iOS device would be to

simply open up the wallet application itself and browse the transaction data provided there.
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After analysis of the physical Android device, it was concluded that UFED is an effective
tool for determining both present and past wallet application presence on an Android device.
Physical Analyzer was able to parse out a substantial amount of data that indicate wallet
presence, such as installation date and time stamps, last modified date and time stamps, and even
the email account responsible for the download of the wallet applications onto the device. Unlike
the data harvested by the iOS extraction tools, the wallet indicators captured for the Android
device were still extracted after deletion of the wallet applications from the device. As for
transaction data, again none could be found in the physical Android extractions.

After analysis of the virtual Android device, it was concluded that the ADB pull
command-line tool is capable of extracting a wealth of valuable transaction information for
active cryptocurrency wallet applications. The most relevant file pulled from each of the
emulator wallet applications was the wallet.log file in the app_log folder. As previously
described, this file was a historical record of the wallet’s activity, the most important of which
were transaction-related communications. By searching the term “tx” in a text-editing program
like Notepad++, transaction data such as time stamps and transaction hashes could be found
within the log file. Whether the transaction was an outgoing or incoming payment could also be
established, as well as the final currency total in the wallet after completion of the transaction.
While the IP addresses found in the wallet log were confirmed to be involved in the transaction,
it could not be definitively said whether they were the source/destination of a transaction or if
they were simply intermediate broadcast nodes for the transaction. The transaction hash is still
valuable, though, because, once known, it can be searched on the blockchain.info website, where
a detailed description of the transaction is publicly available. ADB pull was also capable of

extracting information indicating wallet presence on the mobile device, but only if the wallet had
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been installed via a downloaded APK file. These indicators were extracted after installation and

persisted after deletion of the wallet applications.

V1. Conclusions and Forensic Relevance

Given that cryptocurrencies have been used in illegal transactions, the ability to
forensically evaluate these digital currency systems and their cryptographic wallets is imperative.
This research was successful in determining UFED Physical Analyzer and iFunBox as suitable
tools for extracting wallet application indicators for the bitWallet and CoinPocket Bitcoin wallets
off of an 10S mobile device. These tools, however, were unsuccessful in their ability to extract
wallet data after the applications had been deleted from the mobile device and to harvest any sort
of transaction information.

For Android mobile devices, it was discovered that the use of UFED Physical Analyzer
against .ufd memory dump files is a reliable tool for determining past and present cryptocurrency
wallet application presence on a device, while ADB pull performs well as an extraction tool for
transaction information from a device with an active wallet application. Of particular interest to
forensic examiners and law enforcement may be the IP addresses and transaction hashes found in
the wallet.log files. If the case is serious enough, the IP addresses could potentially be used as a
lead in the search for the source or destination address of an illicit cryptocurrency transaction.
Likewise with the transaction hashes—if the hash is discovered or disclosed, it can be searched
against the public ledger online. There, transaction data such as the received date and time stamp,
the IP address of the first node to broadcast the transaction, and the input and output values are
provided. Additionally, one can search a specific address against the public ledger to see all past

transactions linked to the address. If an address has been connected to one known illegal

Page 46 of 49



transaction, there is an opportunity to survey past and even monitor future transactions made by
the address.

Looking beyond the discoveries of this research, further research into the forensic
analysis of cryptocurrency wallets should indubitably be performed. In particular, investigation
into an effective method of extraction of cryptocurrency wallet and transaction information from
i10S devices would be of high value for digital forensic examiners. Tests of the ADB tools on a
physical Samsung Galaxy S4 Android device instead of an emulator should also be conducted, as
well as on devices running newer and older Android OS versions than 4.4.2 and devices beyond
a Samsung Galaxy S4. Finally, a method of extracting transaction information from an Android
device after wallet applications have been deleted would no doubt be of high forensic value.

As previously discussed, while many studies have been made into the public ledger of
cryptocurrencies, investigation into the cryptocurrency wallets themselves, while of equal
importance, is still deficient. Although the results from this research are a step in that direction,
more tests and analyses must be performed in order to allow forensic examiners and law
enforcement officers to effectively respond to the criminal web expanding within the rapidly

developing realm of cryptographic currencies.
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