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Abstract

The Tor Browser Bundle (TBB) software uses a
network of encrypted onion routers, known as the Tor
network, that helps to increase the level of anonymity
experienced by Its users. The security and privacy
provided by the Tor Browser was originally intended to
protect the communication of the government, however,
It also facilitates the participation In illicit activities. It
IS hoped that beneficial information will become
evident by capturing packets while the Tor Browser is
navigating to .onion and .com websites, dumping the
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NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\ | C:\Users\DFU-
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9926F41749EA}\Count Browser\Start Tor

Based on the aforementioned methods and results, it
can be determined that the Tor Browser Bundle does
not appear to be as anonymous as it advertises. There
may be a chance of de-anonymizing Tor If digital
forensic laboratories had access to resources similar to
FoxAcid. However, It appears that digital analysts will
be hard pressed to find a reliable method of breaking
through the anonymity provided by the TBB software.

In the future, it would be beneficial to use the
Information gathered from RegShot to determine where
the data was stored that failed to be uninstalled.
Additionally, it may be helpful to use a patch for
WireShark® called Tor Dissector that will theoretically
decrypt traffic.

WireShark® acquired
Information of the
existence of Tor based
on the way the packets
traversed the network.
he Protocol
Hierarchy Statistics
appeared vastly
different. There tends
to be more data
packets using HTTP In
Internet Explorer than
In Tor. Additionally,
some IP addresses
with more frequent
use within Tor may be indicative of entry ORs due to
their location being In places such as France or
Sweden.
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Figure 1. Several ORs encompass the message creating multiple layers
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has consequences such as:
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