MUIT Operations
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MARSHALL

s Information Security . tact ncident
Response Plan

Presentation to the
Board of Governors
+Semi-Annual Banner
Upgrade

= Annual GLBA
Reassessment

« WV BRIM Cyber Liability
Assessment

«Banner OCIl Quarterly Patch
« Annual IT Faculty, Staff, &

Student Survey

« Annual GLBA Training (for

specific users)

« Annual HIPAA Training (for
specific users)

« Annual Cyber-Readiness
Review (CRR
Semi-Annual Polic
Procedure Rev\ewfvu;ndates
«Banner OCI Quarterly
Patch

users)

« External Penetration
Testing

Single Audlt Federal
Programs & WV FARS
Audit

- Annual Information Security
Awareness Training

- Annual Phishing Awareness
Training

. Annual FERPA Training

*Semi-Annual Policy &
Procedure Review/Updates
«Banner OCI Quarterly Patch

. Orientation

:?’.‘(e:ﬁn‘ffa\l’vs'ecoo':‘e . Semi-Annual Banner Upgrade

IMURC Cyber Liability
Assessment

< Banner OCI Quarterly Patch

« Orientation
+ General Financial Audit - IT Controls

« Annual IT Survey Results Report
«Vendor Contacts List Update

Mainfenance Windews

Weekly on Sundays 4 AM to 8 AM

lmplemeniafions & Planned Oufages

<« Annual PCI Training (for specific

August 31, 2024
Deprecation of old MyMU
New MyMU Full Go Live

IT Service Management Transition
September 21, 2024

Banner OCI Disaster Recovery Test
November 17, 2024

Banner OCI Quarterly Upgrade/Outage

December 20-22, 2024
Banner Semi-Annual Upgrade & Outage

March 2, 2025
Banner OCI Quarterly Upgrade/Outage

May 18, 2025
Banner OCI Quarterly Upgrade/Outage

June 20-22, 2025
Banner Semi-Annual Upgrade & Outage

August 31, 2025
Banner OCI Quarterly Upgrade/Outage

Preduclion Freezes

10 days prior to each semester
10 days after end of each semester
Orientation, WOW
Green & White Days
Winter Break
University Holidays




